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Diese Produktinformation enthalt wichtige Hinweise. Diese Hinweise erganzen die Betriebsanleitung fir das Bediengerat
und sind den Aussagen in der Betriebsanleitung, in den Release Notes und in der Online-Hilfe in der Verbindlichkeit
Ubergeordnet.

Giltigkeit
Diese Produktinformation gilt fuir folgende Bediengerate:
® Mobile Panel 277 IWLAN V2
Artikelnummern:
- 6AV6 645-0DD01-0AX1
- 6AV6 645-0DD02-0AX1
- 6AV6 645-0DE01-0AX1
- 6AV6 645-0DE02-0AX1
- 6AV6 645-0FD01-0AX1
- 6AV6 645-0FE01-0AX1

® Mobile Panel 277F IWLAN V2
Artikelnummern:
- 6AV6 645-0EBO1-0AX1
- 6AV6 645-0EB02-0AX1
- 6AV6 645-0EC01-0AX1
- 6AV6 645-0EC02-0AX1
- 6AV6 645-0GB01-0AX1
- BAV6 645-0GC01-0AX1
® Mobile Panel 277F IWLAN V2 RFID
Artikelnummern:
- 6AV6 645-0EF01-0AX1
- 6AV6 645-0EF02-0AX1
- 6AV6 645-0GF01-0AX1

Beachten Sie insbesondere Zulassungen und Zertifikate.

Hinweis
Fir das Bediengerat gelten nur die Zulassungen, die auf der Geréatertickseite angegeben sind.
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Sicherheitshinweise flir Mobile Panel 277 IWLAN V2,
Mobile Panel 277F IWLAN V2 und
Mobile Panel 277F IWLAN (RFID Tag)

Projektierung

Hinweis

Passende WinCC flexible-Software erforderlich

Verwenden Sie zur Projektierung des Bediengerats eines der folgenden Software-Pakete:
e "WiInCC flexible 2008 SP2" mit "HSP Mobile Panel 277 Wireless V2"

¢ Eine fur die Bediengerate freigegebene Version WinCC (TIA Portal)
Migrations-GSDML-Datei fiir Steuerungen ohne erweiterte PROFINET-Diagnose

Das Bediengerat unterstitzt die erweiterte PROFINET-Diagnose und kann nur an einem PROFINET IO-Controller betrieben
werden, der ebenfalls die erweiterte PROFINET-Diagnose unterstitzt.

Um das Bediengerat an einem PROFINET 10-Controller zu betreiben, der die erweiterte PROFINET-Diagnose nicht
unterstitzt, ist eine Migrations-GSDML-Datei erforderlich.

Sie finden die Migrations-GSDML-Datei fur das Bediengerat mit einer Beschreibung der Installation im Internet unter:

Migrations-GSDML-Datei Mobile Panel 277(F) IWLAN V2/(RFID-Tag)
(http://support.automation.siemens.com/WW/view/de/19241467)

LAN- und WLAN-Kommunikation

Hinweis

Kommunikation mit mehreren Access Points nur mit iPCF-MC mdglich

Ohne iPCF-MC ist die Kommunikation mit mehr als einem Access Point zur Abdeckung eines gréReren WLAN-Bereichs
nicht unterbrechungsfrei moglich.

Verwenden Sie iPCF-MC fiir die Kommunikation mit mehreren Access Points zur Abdeckung eines gréReren WLAN-
Bereichs.

Verwenden Sie nur WPA2 mit AES

Fir eine moglichst starke Sicherung der WLAN-Kommunikation verwenden Sie nur WPA2 mit AES. Bei der Wahl geeigneter
Kennworter und Schliissel, die hinreichend lang und nicht zu erraten sind, gilt dieses Verfahren nach heutigem Stand der
Technik als sicher.

Storungsfreies Datennetz erforderlich

Das sichere Funktionieren des Bediengerats ist nur in einem stérungsfreien Datennetz gewahrleistet. Stérungen, die von
auRen auf das Funknetz wirken, kénnen z. B. zu einer Uberlastung des Bediengerits fiihren.

Bei drahtloser Ethernet-basierter Kommunikation, z. B. PROFINET IO, HTTP, Sm@rtAccess, Sm@rtService und OPC, ist
der Endnutzer fur die Sicherheit des Datennetzes verantwortlich.

Die "Storm Threshold"-Funktion beim Siemens Access Point SCALANCE muss aktiviert sein. Diese Aktivierung ist fir einen
stabilen Anlagenbetrieb auch bei hoher Netzlast notwendig. Fir Broadcast-Telegramme ist Folgendes einzustellen:

e Address Threshold: 255
e Wireless: 255.
IP-Adressen im Datennetz

Der Adressbereich 169.254.2.252 bis 169.254.2.255 ist intern vom Gerét belegt und darf auf keinen Fall im konfigurierten
Datennetz enthalten sein.

Um die interne Kommunikation des Geréats nicht zu beeintrachtigen, verwenden Sie keine Adressen aus dem "link-local"-
Adressbereich (169.254.*.%).
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ACHTUNG

Maximal zulassige Sendeleistung

Beachten Sie abhangig von dem Land, in dem Sie das Bediengerat einsetzen, die maximal zuldssige IWLAN-
Sendeleistung:

e USA:-14dBm

e EU-Lander:-11 dBm

e Alle Ubrigen Lander: -17 dBm

Gehen Sie wie folgt vor, um die Sendeleistung lhres Bediengerats einzustellen:
1. Offnen Sie das Tool "WLAN V2 Config" auf dem Desktop |hres Bediengerits.

Config
2. Wahlen Sie "Interfaces > WLAN > Advanced".

3. Stellen Sie den Wert "Transmit Power" auf die Sendeleistung ein, die fiir lhr Land erlaubt ist.

Umgebungstemperatur

Das Bediengerét ist fur den Betrieb bei einer Umgebungstemperatur von 0 °C bis 40 °C ausgelegt.

Hinweis
Laden des Hauptakku im Bediengerat

Ist das Bediengerat eingeschaltet und in der Ladestation eingehangt, dann gilt: Die Ladung des Hauptakku im Bediengerat
bleibt bis zu einer Umgebungstemperatur von 40 °C erhalten.

Laden der Akkus in den Ladefachern der Ladestation

Informationen zum Laden der Akkus bei verschiedenen Umgebungstemperaturen finden Sie in der Produktinformation, die
der Ladestation beiliegt.

Spezifikation der USB-Schnittstelle

Hinweis
Die USB-Schnittstelle darf ausschlieRlich zur Inbetriebnahme und fir Wartungszwecke verwendet werden.
Die Leitungslange der angeschlossenen USB-Geréate darf maximal 3 m betragen.

PROFINET IO

Hinweis
Um die Sicherheit Ihrer Applikation zu verbessern, fragen Sie in Ihrer CPU-Applikation das Lebensbit ab. Wenn der Wert

des Lebensbits unverandert bleibt, dann ist die PROFINET I0-Kommunikation unterbrochen. Priifen Sie, ob alle
PROFINET |O-Teilnehmer eingeschaltet sind und einwandfrei funktionieren.

Ladestation
Die Ladestation entspricht der Schutzklasse Ill nach EN 61131-2:2007 und EN 60950-1:2006
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Hinweise flr Japan

Hinweis
Keine Verbindung zum Access Point auf Kanal 184 bis 192

Wenn Sie das Mobile Panel 277F IWLAN im 5 GHz-Band betreiben und fur die WLAN-Verbindung zum Access Point einen
der Kanale 184 bis 192 verwenden, dann kann es sein, dass keine Verbindung zum Access Point hergestellt werden kann.

Verwenden Sie nicht die WLAN-Kanale 184 bis 192, siehe Betriebsanleitung, Kapitel "WLAN-Verbindung parametrieren”.

Notes for use in Korea
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This equipment is Industrial (Class A) electromagnetic wave suitability equipment and seller or user should take notice of it,
and this equipment is to be used in the places except for home.
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This device shall not be used for life-safety related service due to radio interference possibility.

Industrial Security

Siemens bietet Produkte und Lésungen mit Industrial Security-Funktionen an, die den sicheren Betrieb von Anlagen,
Systemen, Maschinen und Netzwerken unterstiitzen.

Um Anlagen, Systeme, Maschinen und Netzwerke gegen Cyber-Bedrohungen zu sichern, ist es erforderlich, ein
ganzheitliches Industrial Security-Konzept zu implementieren (und kontinuierlich aufrechtzuerhalten), das dem aktuellen
Stand der Technik entspricht. Die Produkte und Lésungen von Siemens formen nur einen Bestandteil eines solchen
Konzepts.

Der Kunde ist dafiir verantwortlich, unbefugten Zugriff auf seine Anlagen, Systeme, Maschinen und Netzwerke zu
verhindern. Systeme, Maschinen und Komponenten sollten nur mit dem Unternehmensnetzwerk oder dem Internet
verbunden werden, wenn und soweit dies notwendig ist und entsprechende Schutzmafinahmen (z. B. Nutzung von Firewalls
und Netzwerksegmentierung) ergriffen wurden.

Zusatzlich sollten die Empfehlungen von Siemens zu entsprechenden Schutzmalnahmen beachtet werden. Weiterfihrende
Informationen Uber Industrial Security finden Sie unter (http://www.siemens.de/industrialsecurity).

Die Produkte und Lésungen von Siemens werden standig weiterentwickelt, um sie noch sicherer zu machen. Siemens
empfiehlt ausdriicklich, Aktualisierungen durchzufiihren, sobald die entsprechenden Updates zur Verfligung stehen und
immer nur die aktuellen Produktversionen zu verwenden. Die Verwendung veralteter oder nicht mehr unterstitzter
Versionen kann das Risiko von Cyber-Bedrohungen erhéhen.

Um stets Uber Produkt-Updates informiert zu sein, abonnieren Sie den Siemens Industrial Security RSS Feed unter
(http://www.siemens.de/industrialsecurity).

Disclaimer fiir Fremdsoftware-Updates

Dieses Produkt beinhaltet Fremdsoftware. Fiir Updates/Patches an der Fremdsoftware ibernimmt die Siemens AG die
Gewahrleistung nur, soweit diese im Rahmen eines Siemens Software Update Servicevertrags verteilt oder von der
Siemens AG offiziell freigegeben wurden. Andernfalls erfolgen Updates/Patches auf eigene Verantwortung. Mehr
Informationen rund um unser Software Update Service Angebot erhalten Sie im Internet unter Software Update Service
(http://www.automation.siemens.com/mcms/automation-software/de/software-update-service).

Hinweise zur Absicherung von Administrator-Accounts

Einem Benutzer mit Administratorrechten stehen an dem System weitreichende Zugriffs- und Manipulationsmaoglichkeiten
zur Verflgung.

Achten Sie daher auf eine angemessene Absicherung der Administrator-Accounts, um unberechtigte Veranderungen zu
verhindern. Verwenden Sie dazu sichere Passworter und nutzen einen Standard-Benutzer-Account fir den regularen
Betrieb. Weitere MaRnahmen wie beispielsweise der Einsatz von Security-Richtlinien sind nach Bedarf anzuwenden.
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Sicherheitshinweise fir Mobile Panel 277F IWLAN V2 und
Mobile Panel 277F IWLAN (RFID Tag)

Projektierung in STEP 7

AWARN UNG

NOT-HALT-Taster verzogert ausgewertet

Wenn die Zykluszeit fiir den OB35 kiirzer eingestellt ist als die PNIO-Aktualisierungszeit, dann kann es zu
Telegrammausfallen und einer verzégerten Auswertung des Ausgangs E-STOP des F_FB_RNG_n kommen.

Stellen Sie fir die Zykluszeit des OB35 einen héheren Wert als fur die PNIO-Aktualisierungszeit ein.

PROFINET IO

Hinweis
Abhilfe bei sporadischem Einfrieren von Display und Touchscreen

In seltenen Fallen kann es vorkommen, dass das Display und der Touchscreen des Bediengerats einfrieren, so dass das
Gerat nicht mehr bedienbar ist. Unabhéngig davon lauft die Kommunikation tUber die PROFINET-Schnittstelle, z. B.
PROFIsafe-Kommunikation, im Hintergrund weiter.

Abhilfe:
1. Bringen Sie die Maschine, mit der das Bediengerat verbunden ist, in den sicheren Zustand.

2. Starten Sie das Bediengerat neu. Entnehmen Sie dazu den Hauptakku aus dem Akkufach und driicken Sie den
Resettaster (siehe auch Betriebsanleitung).

PROFIsafe-Adresse des Gerats in Verbindung mit TIA Portal

Hinweis
PROFIsafe-Adresse "65535"

In Verbindung mit dem TIA Portal wird die automatische Ubernahme der PROFIsafe-Adresse aus dem Projekt durch
Eingabe des Adresswerts "65535" am Bediengerat nicht unterstitzt.

Kommunikation
Funktionsbausteine und Steuerungen

Die folgenden Tabellen zeigen, welche F_FB-Version Sie derzeit fiir welche F-CPU und deren Firmware-Version verwenden
kénnen.

F_FB_MP
F_FB-Version | S7-300F/400F | S7-1200F | S7-1500F | Bemerkung
1.0 o] - - Aus ursprunglicher Benutzerbibliothek ibernommene Version
1.2 o] - - Aus ursprunglicher Benutzerbibliothek tbernommene Version
1.3 X - o Erste ausschlie3lich in TIA Portal integrierte Version
14 X - X Gleichwertig zu V1.3, zur Verwendung in TIA V14
2.0 X - X Datentyp der Eingdnge MP_DATA und MP_RNG wegen IEC-
Konformitat von "Word" nach "Int" geandert
3.0 X x1 X2 Gleichwertig zu V2.0, kompatibel zu neuen Firmware-
Versionen der Steuerungen
x Unterstitzt
- Nicht unterstutzt
o Nicht mehr unterstitzt
T Unterstitzt fir Firmware-Version V4.2 oder héher in Verbindung mit TIA Portal V14 Update 2
2

Unterstitzt fir Firmware-Version V2.0 oder héher
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F_FB_RNG_4

F_FB-Version | S7-300F/400F | S7-1200F | S7-1500F | Bemerkung
1.0 o] - - Aus urspringlicher Benutzerbibliothek lbernommene Version
1.2 o] - - Aus urspringlicher Benutzerbibliothek lbernommene Version
1.3 X - o Erste ausschlief3lich in TIA Portal integrierte Version
1.4 X - X Gleichwertig zu V1.3, zur Verwendung in TIA V14
2.0 X - X Datentyp der Eingange MPn_DATA * und MPn_F_KEY *
wegen IEC-Konformitat von "Word" nach "Int" geédndert
3.0 X x 1 X 2 Gleichwertig zu V2.0, kompatibel zu neuen Firmware-
Versionen der Steuerungen
X Unterstitzt
- Nicht unterstitzt
o Nicht mehr unterstutzt
*  MPn wird fiir Bediengerat 1 ... 4 verwendet
1 Unterstltzt fir Firmware-Version V4.2 oder héher in Verbindung mit TIA Portal V14 Update 2
2 Unterstutzt fir Firmware-Version V2.0 oder héher
F_FB RNG_16
F_FB-Version | S7-300F/400F | S7-1200F | S7-1500F | Bemerkung
1.0 o] - - Aus urspringlicher Benutzerbibliothek lbernommene Version
1.2 o] - - Aus urspringlicher Benutzerbibliothek lbernommene Version
1.3 X - o Erste ausschlief3lich in TIA Portal integrierte Version
1.4 X - X Gleichwertig zu V1.3, zur Verwendung in TIA V14
2.0 X - X Datentyp der Eingange MPn_DATA * und MPn_F_KEY *
wegen |IEC-Konformitat von "Word" nach "Int" geédndert
3.0 X - x 1 Gleichwertig zu V2.0, kompatibel zu neuen Firmware-
Versionen der Steuerungen
X Unterstitzt
- Nicht unterstitzt
o Nicht mehr unterstutzt
*  MPn wird fir Bediengerat 1 ... 16 verwendet
1 Unterstutzt fur Firmware-Version V2.0 oder héher

Hinweis
Upgrade von Funktionsbausteinen aus TIA V13 SP1 und Zertifizierung

Wahrend des Upgrade auf TIA V14 werden die jeweiligen Funktionsbausteine durch die entsprechende F_FB-Version 1.4
ersetzt, die gleichwertig zur Vorgangerversion ist. Die F_FB-Versionen V1.4 besitzen in Verbindung mit S7-1500F eine
geanderte funktionale Signatur. Im Rahmen des Upgrade auf TIA V14 erhalten Sie ein Konvertierungsprotokoll mit einer
Zuordnung der vorherigen V13-Signaturen zu den funktionalen Signaturen V14. Mit diesem Konvertierungsprotokoll ist trotz
geanderter Signaturen keine erneute Zertifizierung der Funktionsbausteine erforderlich. Weitere Informationen finden Sie im
Programmier- und Bedienhandbuch "SIMATIC Safety - Projektieren und Programmieren”, Kapitel 1.8.1

"Projekte von STEP 7 Safety V13 SP1 auf V14 hochrusten" im Internet
(https://support.industry.siemens.com/cs/ww/de/view/54110126).

Wenn Sie F_FB-Version 2.0 oder héher benétigen, z. B. fiir IEC-Konformitat oder Kompatibilitédt zu héheren Firmware-
Versionen der Steuerungen, dann missen Sie die Funktionsbausteine erneut zertifizieren.

Upgrade von Funktionsbausteinen aus Vorgangerversionen von TIA V13 SP1

Fihren Sie anhand der Beschreibung im TIA-Informationssystem die Migration nach V13 SP1 durch und beachten Sie
anschlielRend den Hinweis "Upgrade von Funktionsbausteinen aus TIA V13 SP1 und Zertifizierung".

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFID Tag)
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Projektierung von F-FBs <V2.0

Der folgende Hinweis gilt, wenn Sie F-FBs mit einer Version <V2.0 in Ihrer Projektierung verwenden.

Hinweis

IEC-Check deaktivieren

Wenn die Option "IEC-Check" im Funktionsbaustein "Main-Safety" aktiviert ist, dann Iasst sich das Projekt nicht kompilieren.
Deaktivieren Sie in den Eigenschaften des Funktionsbausteins "Main-Safety" den IEC-Check, siehe folgende Abbildung.

Main_Safaty RTG1 [FB1] [
General
G I [~
enere = Attributes (=
Informaticn | =

Time stamps

Compilation [)IEC check

fratection . |_J Handle errors within block
Atributes —
|| Block can be used as know-how protecte

[w) Multiple instance capability

’
Ilmme Anblmnd ~tbeibosabmn ‘d

|<lm ‘)l

| oK | Cancel

)

=

Ausflhrungszeiten der Funktionsbausteine

Angaben zu den Ausfuhrungszeiten der Funktionsbausteine finden Sie in FAQ 27097159
(https://support.industry.siemens.com/cs/ww/de/view/27097159).

Sicherheitsnormen und fehlersicherer Betrieb

Normen zur Betriebssicherheit
TOV

Der TUV bestétigt die Einhaltung folgender Normen fiir die Sicherheitsfunktionen des Bediengeriéts:

Norm Titel Ausgabe

DIN EN 60204-1 Sicherheit von Maschinen — Elektrische Ausriistung von Maschinen — Teil 1: 2006 +A1:2009
Allgemeine Anforderungen

DIN IEC 62061 Sicherheit von Maschinen — Funktionale Sicherheit von elektrischen, 2005 +A2:2015
elektronischen und programmierbaren Steuerungen von Maschinen

IEC 61508-1 bis 4 Sicherheitsintegritatslevel 3 2010

1ISO 13850 Sicherheit von Maschinen — NOT-HALT - Gestaltungsleitséatze 2015

1ISO 13849-1 Performance Level e und Kategorie 4 2015
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Technische Daten zum fehlersicheren Betrieb
e Entsprechend IEC 61508

Hardware-Architektur Redundant 1002
Anforderungsrate high demand mode
Probability of a dangerous failure per hour (PFH) <1,00 x 1019 1/h
Probability of a dangerous failure on demand (PFD) <1,70 x 10®
Maximal erreichbare Sicherheitsklasse SIL3
Lebensdauer 10 Jahre

® Entsprechend IEC 13849-1
Meantime to Failure (MTTFd) 89 years
Diagnostic Coverage High
Performance Level e
Sicherheitskategorie 4

Hinweise zur Verwendung der Gerate mit TIA V13 SP1

PROFIsafe-Kommunikation

Falls sich nach dem Einschalten des Bediengerats oder nach
einem Abbruch der PROFIsafe-Verbindung zu einer F-CPU
diese Verbindung nicht von selbst aufbaut, muss am
F_FB_MP der Ausgangsparameter ACK_REI wie folgt
verschaltet werden: "ACK_REI = ACK_REQ", siehe
nebenstehendes Beispiel.

Beachten Sie, dass die Ausfiihrungszeit von Netzwerk 16
nicht in der Ausfiihrungszeit der Funktionsbausteine enthalten
ist.

Spanische Betriebsanleitung

Aktivierung des NOT-HALT-Tasters

-

Network 15:

%DB7
"F_FB_MP_DB_1"

F_FB_MP

EN
nAnan

S7_MP_RES | ACK_REI

S7_ACK_ERR MP_DATA_Q
MP_DATA MP_RNG_Q
MP_RNG DIAG
MP_STAT ENO |—

Network 16: 1=Acknowledgment for reintegration

"FO0026_HM_
2" ACK_REI

"FO0026_HMI_
2"ACK_REQ e p—

Generell gilt: Der NOT-HALT-Taster ist aktiv, sobald PROFIsafe-Kommunikation aufgebaut ist und somit unabhangig davon,
ob das fehlersichere Bediengerat an einer Maschine angemeldet ist oder nicht.

In der spanischen Ubersetzung der Betriebsanleitung "Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2,
Mobile Panel 277F IWLAN (RFID Tag)", Ausgabe 01/2011, mlssen deshalb z. B. die beiden folgenden Aussagen lauten:

e Kapitel 1.15, Seite 42, erster Listenpunkt: "El siguiente comportamiento de desconexion de la instalacion es valido
independientemente de si el panel de operador ha iniciado sesién en una maquina o no."

e Kapitel 2.6, Seite 52, zweiter Satz: "El pulsador de parada de emergencia es efectivo en una WLAN independiemente de

si el panel de operador ha iniciado sesidén en una maquina o no."
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WLAN-Kommunikation parametrieren - Fernzugriff

Sie kdnnen das Web Based Management zur Parametrierung der WLAN-Kommunikation direkt am Bediengerat oder
alternativ Uber einen Web Browser oder Telnet vornehmen.

Web Based Management mit einem Web Browser

Sie erreichen das Web Based Management mit einem Standard Web Browser tber den Port 34965.
Syntax: "http://<IP-Adresse>:34965"

Beispiel: Wenn die IP-Adresse lhres Bediengerats "192.168.1.1" lautet, dann geben Sie in der Adressleiste Ihres Web
Browsers ein: "http://192.168.1.1:34965".

Web Based Management (iber Telnet

Sie kénnen die WLAN Konfiguration auch Uber Telnet konfigurieren. Diesen Dienst erreichen Sie iber den Port 34966. Die
Zugangsdaten entsprechen denen des Webzugangs.

Normen und Zulassungen

Dieser Abschnitt enthalt wichtige Informationen zu Normen und Landerzulassungen des Bediengerats im Bezug auf das
Funksystem.

Hinweis
Die folgende Ubersicht informiert Sie tiber die méglichen Zulassungen.
Fir das Bediengerat gelten nur die Zulassungen, die auf der Geréterlickseite angegeben sind.

CE-Zulassung

q

Das Bediengerat stimmt in der von Siemens in Verkehr gebrachten Ausfihrung mit den Vorschriften der folgenden
européischen Richtlinie Gberein:

99/5/EG

Richtlinie des européischen Parlaments und des Rates zur Angleichung der Rechtsvorschriften der Mitgliedstaaten tber
Funkanlagen und Telekommunikationsendeinrichtungen und die gegenseitige Anerkennung ihrer Konformitat.

Die Konformitat mit den grundlegenden Anforderungen der Richtlinie wird nachgewiesen durch die Einhaltung folgender
Normen:

EN 60950 Sicherheit von Einrichtungen der Informationstechnik

EN 301489-1 Elektromagnetische Vertraglichkeit fir Funkeinrichtungen und -dienste

EN 301489-17 Spezifische Bedingungen fiir Breitband-Datenibertragungssysteme und fiir Einrichtungen in lokalen
Hochleistungs-Funknetzen (HIPERLAN)

EN 300328 Elektromagnetische Vertraglichkeit und Funkspektrumangelegenheiten (ERM) -

Breitband-Ubertragungssysteme - Dateniibertragungsgeréte, die im 2,4 GHz-ISM-Band arbeiten und
Breitband-Modulationstechniken verwenden

EN 300440-1 Elektromagnetische Vertraglichkeit und Funkspektrumangelegenheiten (ERM) - Funkanlagen mit
EN 300440-2 geringer Reichweite - Funkgerate zum Betrieb im Frequenzbereich von 1 Ghz bis 40 GHz

EN 301893 Breitband-Funkzugangsnetze (BRAN) - 5-GHz-Hochleistungs-RLAN

EN 50371 Ubereinstimmung von elektronischen und elektrischen Geraten kleiner Leistung mit den

Basisgrenzwerten fir die Sicherheit von Personen in elektromagnetischen Feldern
(10 MHz bis 300 GHz)

1999/519/EC Empfehlung des Rates zur Begrenzung der Exposition der Bevélkerung gegenuber
elektromagnetischen Feldern (0 Hz bis 300 GHz)

An das System angeschlossene Gerate miissen die relevanten Sicherheitsbestimmungen erfiillen.
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EU-Konformitétserklarung
Die EU-Konformitatserklarungen werden fir die zustédndigen Behdrden zur Verfiigung gehalten bei:

Siemens AG

Digital Factory
Factory Automation
DF FA AS SYS
Postfach 1963
D-92209 Amberg

Diese Erklarung bescheinigt die Ubereinstimmung mit den genannten Richtlinien, ist jedoch keine Zusicherung von
Eigenschaften.

Sie finden die EG-Konformitatserklarung zum Download im Internet unter:
Zertifikate Mobile Panels 277(F) IWLAN (https://support.industry.siemens.com/cs/ww/de/ps/14751/cert)

UL-Zulassung

e(UL)us

Underwriters Laboratories Inc. entsprechend:

® UL 60950-1 — Information Technology Equipment — Safety
Part 1: General Requirements — Edition 2 — Issue Date 2007/03/27

® (CSA C22.2 No. 60950-1 (2nd Edition) — Information Technology Equipment — Safety
Part 1: General Requirements — Edition 2 — Issue Date 2007/03/27

Die Zulassung wird nur bei Betrieb mit Hauptakku oder stationér in der Ladestation erfiillt.

Approval according to FCC

This device complies with Part 15 of the FCC Rules

Operation is subject to the following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference, including interference that may cause undesired operation.

IEEE802.11b or g operation of this product in the USA is firmware-limited to channels 1 through 11.

Notice

Changes or modifications made to this equipment not expressly approved by SIEMENS may void the FCC authorization to
operate this equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, wich can be determined by turning the equipment off and on, the user encouraged to try to correct the
interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.
® |ncrease the separation between the equipment and receiver.
® Connect the equipment into an outlet on a circuit different from that to wich the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFID Tag)
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Notice

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled enviroment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
Professional Installation Notice:

To comply with FCC Part 15 rules in the United States, the system must be professionally installed to ensure compliance
with the Part 15 certification. It is the responsibility of the operator and professional installer to ensure that only certified
systems are deployed in the United States. The use of the system in any other combination (such as co-located antennas
transmitting the same information) is expressly forbidden.

Within the 5.15-5.25 GHz band, this device is only for indoor use operations to reduce any potential for harmful interference
to co-channel MSS operations.

RSS-210 of Industry Canada

"Operation is subjecte to the following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired operation of the device."

"This device has been designed to operate with internal antennas with a maximum gain of 2 dBi and an antenna impedance
of 50 Ohms. Other antennas are strictly prohibited for use with this device."

"To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the equivalent
isotropically radiated power (e.i.r.p.) is not more than that permitted for successful communication."

That the device for the band 5150-5250 MHz is only for indoor usage to reduce potential for harmful interference to
co-channel mobile satellite systems."

"Users should also be cautioned to take note that high power radars are allocated as primary users (meaning they have
priority) of 5250-5350 MHz and 5650-5850 MHz and these radars could cause interference and/or damage to LE-LAN
devices."

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFID Tag)
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Landerzulassungen

Hinweis

Die folgende Ubersicht informiert Sie tiber die Funkzulassungen in verschiedenen Landern.
Fir das Bediengerat gelten nur die Zulassungen, die auf der Geréateriickseite angegeben sind.

Country Identification Aéfg;‘t’;’g' Country Identification 222;‘:;’3' Country Identification 2?2;?;?
Australia @ v | [HongKong Portugal CEO | v
Austria CE® |  ||Hungary CE® |  ||Romania CEO | v
Bahrain ' v’ | |lreland CED v | |Russia
Belgium CEO v Iceland CED v Singapore
Bulgaria CED v’ | |taly CED v~ | |Slovakia ceo v
Canada IC V' | [dapan e vy’ | |Slovenia (€0 | v
China OF TA V' | |Kuwait Spain (€O | v
TRERR
Cyprus (€O v | |Latvia CED v | [SouthAfrica | ic(asa v
ﬁiﬁff&nc CE® |  ||liechtenstein | c€ @ | 4 ||SouthKorea [:g v
Denmark CED® v/ | |tithuania CED® v~ | |Sweden CED v
Estonia CE@ |  |[|lwembourg | C€ @ | o ||Switzerland | C€@® |
Finland CED® |  ||Malaysia Taiwan «(( v
France CEO® |  ||Mata CEQ | v ||Turkey €0 | v
Germany CEO | v || s | CE@ | | |Ukraine
ceasion | €0 | v v | cco | v ||TES2 FE | v
Greece CE® |  ||Poland €O | v

T Um das Gerét in Bahrain zu betreiben, miissen Sie sich unter folgender Adresse registrieren:

TRA Bahrain (http://www.tra.org.bh/en/index)

Siemens AG

Division Digital Factory

Postfach 48 48

90026 NURNBERG

DEUTSCHLAND
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SIEMENS

SIMATIC HMI

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2,
Mobile Panel 277F IWLAN (RFID Tag)

Product Information

A5E03357930

This product information contains important information. These notes supplement the operating instructions for the HMI
device and take precedence over statements in the operating instructions, the release notes, and in the online help.

Scope
The product information applies to the following HMI devices:

® Mobile Panel 277 IWLAN V2

Article numbers:

- 6AV6 645-0DD01-0AX1
- 6AV6 645-0DD02-0AX1
- 6AV6 645-0DE01-0AX1
- 6AV6 645-0DE02-0AX1
- 6AV6 645-0FD01-0AX1
- 6AV6 645-0FE01-0AX1

® Mobile Panel 277F IWLAN V2

Article numbers:

- 6AV6 645-0EB01-0AX1
- 6AV6 645-0EB02-0AX1
- 6AV6 645-0EC01-0AX1
- 6AV6 645-0EC02-0AX1
- 6AV6 645-0GB01-0AX1
- 6AV6 645-0GC01-0AX1

e Mobile Panel 277F IWLAN V2 RFID
Article numbers:
- 6AV6 645-0EF01-0AX1
- 6AV6 645-0EF02-0AX1
- BAV6 645-0GF01-0AX1

Observe the approvals and certificates.

Note
The HMI device itself is certified as shown on the rear panel labels.

© Siemens AG 2017. All rights reserved
A5E03357930-AH, 03/2017



Safety notes for Mobile Panel 277 IWLAN V2,
Mobile Panel 277F IWLAN V2 and
Mobile Panel 277F IWLAN (RFID Tag)

Configuring

Note

Matching WIinCC flexible software required

Configure the HMI device with one of the following software packages:

e "WiInCC flexible 2008 SP2" with "HSP Mobile Panel 277 Wireless V2"

e A version of WinCC (TIA Portal) released for the HMI devices.

Migration GSDML file for controllers without extended PROFINET diagnostics

The HMI device supports the expanded PROFIENT diagnostics and can only be operated on a PROFINET IO controller that
also supports the expanded PROFINET diagnostics.

A migration GSDML file is required to operate the HMI device on a PROFINET IO controller that does not support the
expanded PROFINET diagnostics.

The migration GSDML file for the HMI device, along with an installation guide, can be found online at:

Migration GSDML file Mobile Panel 277 (F) IWLAN V2/(RFID Tag)
(http://support.automation.siemens.com/WW/view/en/19241467)

LAN and WLAN communication

Note
Communication with several Access Points is only possible with iPCF-MC
Without iPCF-MC, it is not possible to communicate with more than one Access Point for covering a large WLAN range

without interruption.
Use iPCF-MC for communicating with several Access Points to cover a large WLAN range.

Only use WPA2 with AES

For WLAN communication with the highest level of security, only use WPA2 AES. In choosing suitable passwords and keys
that must be long enough and difficult to guess, this process meets the latest security measures.

Interference-free data net required

Reliable operation of the HMI device is guaranteed only in a data net free of interference. Interferences which affect the
radio network externally may lead to e.g. an overload of the HMI device.

For wireless Ethernet-based communication, e.g. PROFINET 10, HTTP, Sm@artAccess, Sm@rtService and OPC, the end
user is responsible for the security of the data network.

The "Storm Threshold" function with Siemens Access Point SCALANCE must be activated. This option has to be selected to
ensure stable plant operation when the load on the network is high. The following settings have to be made for broadcast
message frames:

e Address threshold: 255
e Wireless: 255.
IP addresses in the data network

The address range 169.254.2.252 to 169.254.2.255 is occupied internally by the device and under no circumstances may be
contained in the configured data network.

In order to not influence the internal communication of the device, do not use any addresses from the "link-local" address
range (169.254.*.*).

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFID Tag)
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NOTICE

Maximum permissible transmission power

Note the maximum permitted IWLAN transmission power for the country in which you are operating the HMI device:
e USA:-14dBm

e EU countries: -11 dBm

¢ All other countries: -17 dBm

Follow these steps to set the transmission power of your HMI device:

1. Open the "WLAN V2 Config" tool on the desktop of your HMI device.

2. Select "Interfaces > WLAN > Advanced".
3. Se the "Transmit Power" value to the transmission power that is permitted for your country.

Ambient temperature

The HMI device has been designed for use with ambient temperatures ranging from 0°C to +40 °C.

Note
Charging the main battery in the HMI device

When the HMI device is turned on and resting in the charging station, the following applies: The main battery charge in the
HMI device is retained up to an ambient temperature of 40 °C.

Charging the batteries in the charging compartments of the charging station

Information on charging the batteries at different ambient temperatures is available in the product information included with
the charging station.

Specification of USB interface

Note

The USB interface may only be used for commissioning and maintenance purposes.
The maximum line length of the connected USB device is 3 m.

PROFINET IO

Note

To improve the safety of your application, request the life sign bit in your CPU application. If the value of the life sign bit
remains unchanged, then the PROFINET 10 communication will be interrupted. Check to make sure that all PROFINET IO
stations are turned on and work without problems.

Charging station
The charging station corresponds to safety class Ill according to EN 61131-2:2007 and EN 60950-1:2006.

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFID Tag)
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Notes for Japan

Note
No connection with Access Point on channel 184 to 192

If you operate Mobile Panel 277F IWLAN in a 5 GHz band and are using one of the channels 184 to 192 for WLAN
connection with the Access Point, sometimes the connection to the Access Point cannot be established.

Do not use WLAN channels 184 to 192, see Operating Instructions, chapter "Assigning WLAN communication parameters".

Notes for use in Korea

0l 717/ UPS(AS) TATHE 7|72 M BONK = ASXHE 0] B2 FolshAl7| thatod, 7elo] XIodol M ALg st
Zig =xoz gL

This equipment is Industrial (Class A) electromagnetic wave suitability equipment and seller or user should take notice of it,
and this equipment is to be used in the places except for home.

e AAHIE MIHEA M5 40| YD 2 QIHOI M BHE MulAt ¥4 918
This device shall not be used for life-safety related service due to radio interference possibility.

Industrial Security

Siemens provides products and solutions with industrial security functions that support the secure operation of plants,
systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement — and
continuously maintain — a holistic, state-of-the-art industrial security concept. Siemens’ products and solutions only form one
element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems, machines and networks. Systems, machines
and components should only be connected to the enterprise network or the internet if and to the extent necessary and with
appropriate security measures (e.g. use of firewalls and network segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be taken into account. For more information about
industrial security, please visit (http://www.siemens.com/industrialsecurity).

Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly
recommends to apply product updates as soon as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed under
(http://www.siemens.com/industrialsecurity).

Disclaimer for third-party software updates

This product includes third-party software. Siemens AG only provides a warranty for updates/patches of the third-party
software, if these have been distributed as part of a Siemens software update service contract or officially released by
Siemens AG. Otherwise, updates/patches are undertaken at your own risk. You can find more information about our
Software Update Service offer on the Internet at Software Update Service
(http://www.automation.siemens.com/mcms/automation-software/en/software-update-service).

Notes on protecting administrator accounts
A user with administrator privileges has extensive access and manipulation options in the system.

Therefore, ensure there are adequate safeguards for protecting the administrator accounts to prevent unauthorized
changes. To do this, use secure passwords and a standard user account for normal operation. Other measures, such as the
use of security policies, should be applied as needed.

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFID Tag)
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Security information for Mobile Panel 277 IWLAN V2 and
Mobile Panel 277F IWLAN (RFID Tag)

Configuration in STEP 7

AWARN ING

Emergency stop button evaluated with delay

If the cycle time set at OB35 is shorter than the PNIO update time, you risk message frame failures and delayed evaluation
of the "E-STOP" output of F_FB_RNG_n.

Set the cycle time of the OB35 to a higher value than for the PNIO update time.

PROFINET IO

Note
Solution for sporadic freezing of display and touch screen

In rare cases, it can occur that the display and the touch screen of the HMI device freeze so that the device can no longer be
operated. Independent of this, communication over the PROFINET interface, for example, PROFIsafe communication,
continues in the background.

Solution:
1. Bring the machine to which the HMI device is connected into a safe state.

2. Restart the HMI device. Remove the main rechargeable battery from the battery compartment and press the Reset
button (refer also to the operating instructions).

PROFIsafe address of the device in connection with TIA Portal

Note
PROFIsafe address "65535"

In connection with the TIA Portal, the PROFIsafe address is not automatically applied from the project by entering the
address value "65535" on the HMI device.

Communication

Function blocks and controllers

The tables below show which F_FB version you can currently use for which F-CPU and its firmware version.
F_FB_MP

F_FB version | S7-300F/400F | S7-1200F | S7-1500F | Comment
1.0 o - - Version transferred from original user library
1.2 o - - Version transferred from original user library
1.3 X - o] First version exclusively integrated in TIA Portal
1.4 X - X Equivalent to V1.3, for use in TIA V14
2.0 X - X Data type of the inputs MP_DATA and MP_RNG changed from
"Word" to "Int" for IEC conformity
3.0 X x 1 X 2 Equivalent to V2.0, compatible with the new firmware versions
of the controllers
supported
not supported

no longer supported
Supported for firmware version V4.2 or higher in connection with TIA Portal V14 Update 2
Supported for firmware version V2.0 or higher

N S,O X
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F_FB_RNG_4

F_FB version | S7-300F/400F | S7-1200F | S7-1500F | Comment
1.0 o - - Version transferred from original user library
1.2 o) - - Version transferred from original user library
1.3 X - o] First version exclusively integrated in TIA Portal
1.4 X - X Equivalent to V1.3, for use in TIA V14
2.0 X - X Data types of the inputs MPn_DATA * and MPn_F_KEY *
changed from "Word" to "Int" for IEC conformity
3.0 X x 1 X 2 Equivalent to V2.0, compatible with the new firmware versions
of the controllers
X supported
- not supported
o0 no longer supported
* MPn is used for HMI device 1 ... 4
1 Supported for firmware version V4.2 or higher in connection with TIA Portal V14 Update 2
2 Supported for firmware version V2.0 or higher
F_FB RNG_16
F_FB version | S7-300F/400F | S7-1200F | S7-1500F | Comment
1.0 o - - Version transferred from original user library
1.2 o) - - Version transferred from original user library
1.3 X - o] First version exclusively integrated in TIA Portal
1.4 X - X Equivalent to V1.3, for use in TIA V14
2.0 X - X Data types of the inputs MPn_DATA * and MPn_F_KEY *
changed from "Word" to "Int" for IEC conformity
3.0 X - x 1 Equivalent to V2.0, compatible with the new firmware versions
of the controllers
X supported
- not supported
o0 no longer supported
* MPn is used for HMI device 1 ... 16
]

Supported for firmware version V2.0 or higher

Note

Upgrade of function blocks from TIA V13 SP1 and certification

During the upgrade to TIA V14, the respective function blocks are replaced with the corresponding F_FB version 1.4 blocks
that are equivalent to the previous version. The F_FB versions V1.4 have a modified functional signature in connection with
S7-1500F. As part of the upgrade to TIA V14, you receive a conversion protocol with an assignment of the previous V13
signatures to the functional signatures of V14. A new certification of the function blocks is not necessary with this conversion
protocol despite the modified signatures. You can find additional information in the Programming and Operating Manual
"SIMATIC Safety - Configuring and Programming", section 1.8.1 "Upgrading projects from STEP 7 Safety V13 SP1 to V14"
on the Internet (https://support.industry.siemens.com/cs/ww/en/view/54110126).

If you need F_FB version 2.0 or higher, for example, for IEC conformity or compatibility with higher firmware versions of the
controllers, you must certify the function blocks again.

Upgrade of function blocks from previous versions of TIA V13 SP1

Perform the migration to V13 SP1 as described in the TIA information system. Then read the note on "Upgrade of function
blocks from TIA V13 SP1 and certification”.

18
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Configuration of F-FBs <V2.0

The following note applied when you use F-FBs with a version <V2.0 in your configuration.

Note

Disable IEC check

If the option "IEC check" is enabled in the "Main-Safety" function block, the project cannot be compiled.
Disable the IEC check in the properties of the "Main-Safety" function block. See figure below.

Main_Safaty RTG1 [FB1] [
General
G I ~
enere = Attributes =
Informaticn =

Time stamps

Compilation [)IEC check

proteckon . |__J Handle errors within block
Attributes —
|| Block can be used as know-how protecte

[¥] Multiple instance capability

=
. [v]

|<1m ‘>l

| oK '\ ( Cancel |

Execution times of function blocks

Information on the execution times of the function blocks is available in the FAQ 27097159
(https://support.industry.siemens.com/cs/ww/en/view/27097159).

Safety standards and fail-safe operation

Standards on operating safety
TOV

The TUV confirms that the HMI device satisfies the requirements of the standards below with regard to its safety functions:

Standard Title

Issue

DIN EN 60204-1 Safety of machinery — Electrical equipment of machines — Part 1: General
requirements

2006 +A1:2009

DIN IEC 62061 Safety of machinery — Functional safety of safety-related electrical, electronic | 2005 +A2:2015
and programmable electronic control systems

IEC 61508-1 to 4 Safety integrity level 3 2010

1ISO 13850 Safety of machinery — Emergency stop — Principles for design 2015

1ISO 13849-1 Performance Level e and category 4. 2015

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFID Tag)
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Technical specifications for fail-safe operation
® |n accordance with IEC 61508

Hardware architecture Redundant 1002
Request rate High demand mode
Probability of a dangerous failure per hour (PFH) <1.00 x 1019 1/h
Probability of a dangerous failure on demand (PFD) <1.70 x 10®
Maximum Safety Level Achievable SIL3

Useful life 10 years

® According to IEC 13849-1

Mean time to failure (MTTFd) 89 years
Diagnostics coverage High
Performance level e

Safety category 4

Notes on using the devices with TIA V13 SP1

PROFIsafe communication

If this connection is not established automatically when the ¥ Network 15:
HMI device is turned on or following an interruption of the
PROFIsafe connection to an F-CPU, the output parameter _
ACK_REI at the F_FB_MP has to be interconnected as - FB“‘“'“"\);”DB -
follows: "ACK_REI = ACK_REQ", see example to the right. R

F_FB_MP
- —EN
... =t VRAN
E ACK_REQ
-~ —J57_MP_RES | ACK_REI 3
- —{S7_ACK_ERR MP_DATA_ Q| ~
MP_DATA MP_RNG_Q
MP_RNG DIAG
MP_STAT ENO }—
Please note that the execution time of network 16 is not
included in the execution time of the function blocks. v  Network 16: 1=Acknowledgment for reintegration
"FO0026_HM_

2" ACK_REI

"FO0026_HMI_
2"ACK_REQ e p—

Spanish operating instructions

Activation of the emergency stop button

General rule: The emergency stop button is active as soon as PROFIsafe communication has been established and
therefore does not depend on whether the fail-safe HMI device is registered on a machine.

For this reason, in the Spanish translation of the operating instructions "Mobile Panel 277 IWLAN V2,
Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFID Tag)", Edition 01/2011, the following two statements, for
example, should read as follows:

e Section 1.15, page 42, first list item: "El siguiente comportamiento de desconexién de la instalacion es valido
independientemente de si el panel de operador ha iniciado sesién en una maquina o no."

e Section 2.6, page 52, second sentence: "El pulsador de parada de emergencia es efectivo en una WLAN
independiemente de si el panel de operador ha iniciado sesién en una maquina o no."

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFID Tag)
20 A5E03357930-AH, 03/2017



Parameterizing WLAN communication - remote access

You can perform the Web Based Management to parameterize the WLAN communication directly on the HMI device or
alternatively via a web browser or Telnet.

Web Based Management with a web browser

You reach Web Based Management with a standard Web browser via the port 34965.
Syntax: "http://<IP-Adresse>:34965"

Example: If the IP address of your HMI device is"192.168.1.1", then enter the following in the address bar of your Web
browser: "hittp://192.168.1.1:34965".

Web Based Management via Telnet

You can also configure the WLAN configuration via Telnet. You can reach this service via port 34966. The access data
corresponds to the web access data.

Standards and approvals

This section includes important information on standards and country approvals regarding the radio system.

Note
The following overview shows the approvals that may be available.
The HMI device itself is certified as shown on the rear panel labels.

CE approval

q

The HMI device in the version put into circulation by Siemens conforms to the regulations of the following European
directive:

99/5/EC

Directive of the European Parliament and of the Council relating to Radio Equipment and Telecommunications Terminal
Equipment and the Mutual Recognition of their Conformity.

Compatibility with the basic requirements of the guideline is verified by compliance with the following standards:

human exposure to electromagnetic fields (10 MHz to 300 GHz)

EN 60950 Safety of Information Technology Equipment

EN 301489-1 Electromagnetic Compatibility for Radio Equipment and Services

EN 301489-17 Specific requirements for broadband data transmission systems and for equipment in local high-
performance radio networks (HIPERLAN)

EN 300328 Electromagnetic compatibility and Radio spectrum Matters (ERM) - Wideband transmission systems -
Data transmission equipment operating in the 2.4 GHz ISM band and using wide band modulation
techniques

EN 300440-1 Electromagnetic compatibility and Radio spectrum Matters (ERM) - Short range devices - Radio

EN 300440-2 equipment to be used in the 1 GHz to 40 GHz frequency range.

EN 301893 Broadband radio access networks (BRAN) — 5 GHz high-performance RLAN

EN 50371 Compliance of low power electronic and electrical apparatus with the basic restrictions related to

(0 Hz to 300 GHz)

1999/519/EC Council recommendation on the limitation of exposure of the general public to electromagnetic fields

Devices connected to the system must meet the relevant safety regulations.

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFID Tag)
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EU Declaration of Conformity
The EU Declarations of Conformity are available to the relevant authorities at the following address:

Siemens AG

Digital Factory
Factory Automation
DF FA AS SYS
Postfach 1963
D-92209 Amberg

This declaration certifies compliance with the directives named above, but does not guarantee any specific properties.
To download information on the EC Declaration of Conformity, go to:

Mobile Panels 277(F) IWLAN certificates (https://support.industry.siemens.com/cs/ww/en/ps/14751/cert)

UL approval

e(UL)us

Underwriters Laboratories Inc. in accordance with

e UL 60950-1 — Information Technology Equipment — Safety
Part 1: General Requirements — Edition 2 — Issue Date 2007/03/27

® (CSA C22.2 No. 60950-1 (2nd Edition) — Information Technology Equipment — Safety
Part 1: General Requirements — Edition 2 — Issue Date 2007/03/27

The approval is only valid in the case of battery operation or when stationary in the charging station.

Approval according to FCC

This device complies with Part 15 of the FCC Rules

Operation is subject to the following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference, including interference that may cause undesired operation.

IEEE802.11b or g operation of this product in the USA is firmware-limited to channels 1 through 11.

Notice

Changes or modifications made to this equipment not expressly approved by SIEMENS may void the FCC authorization to
operate this equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, wich can be determined by turning the equipment off and on, the user encouraged to try to correct the
interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.
e Connect the equipment into an outlet on a circuit different from that to wich the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.
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Notice

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled enviroment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
Professional Installation Notice:

To comply with FCC Part 15 rules in the United States, the system must be professionally installed to ensure compliance
with the Part 15 certification. It is the responsibility of the operator and professional installer to ensure that only certified
systems are deployed in the United States. The use of the system in any other combination (such as co-located antennas
transmitting the same information) is expressly forbidden.

Within the 5.15-5.25 GHz band, this device is only for indoor use operations to reduce any potential for harmful interference
to co-channel MSS operations.

RSS-210 of Industry Canada

"Operation is subjecte to the following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired operation of the device."

"This device has been designed to operate with internal antennas with a maximum gain of 2 dBi and an antenna impedance
of 50 Ohms. Other antennas are strictly prohibited for use with this device."

"To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the equivalent
isotropically radiated power (e.i.r.p.) is not more than that permitted for successful communication."

That the device for the band 5150-5250 MHz is only for indoor usage to reduce potential for harmful interference to
co-channel mobile satellite systems."

"Users should also be cautioned to take note that high power radars are allocated as primary users (meaning they have
priority) of 5250-5350 MHz and 5650-5850 MHz and these radars could cause interference and/or damage to LE-LAN
devices."
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National approvals

Note

The following overview shows wireless approvals in a number of different countries.
The HMI device itself is certified as shown on the rear panel labels.

Country Identification Aéfg;‘t’;’g' Country Identification 222;‘:;’3' Country Identification A;g;‘t’;’j'
Australia @ v | [HongKong Portugal CEO | v
Austria CE® |  ||Hungary CE® |  ||Romania CEO | v
Bahrain ' v’ | |lreland CED v | |Russia
Belgium CEO v Iceland CED v Singapore
Bulgaria CED v’ | |taly CED v~ | |Slovakia ceo v
Canada IC V' | [dapan e vy’ | |Slovenia (€0 | v
China OF TA V' | |Kuwait Spain (€O | v
TRERR
Cyprus CED v Latvia CED v South Africa 1cA'sA v
gzcgﬁt;”c CE® |  ||liechtenstein | c€ @ | 4 ||SouthKorea [E v
Denmark CED® v/ | |tithuania CED® v~ | |Sweden CED v
Estonia CE@ |  |[|lwembourg | C€ @ | o ||Switzerland | C€@® |
Finland CED® |  ||Malaysia Taiwan «(( v
France CEO® |  ||Mata CEQ | v ||Turkey €0 | v
Germany CEO | v || s | CE@ | | |Ukraine
ceasion | €0 | v v | cco | v ||TES2 FE | v
Greece CE® |  ||Poland €O | v

' In order to operate the device in Bahrain, you must register at the following address:

TRA Bahrain (http://www.tra.org.bh/en/index)

Siemens AG

Division Digital Factory

Postfach 48 48

90026 NURNBERG

GERMANY
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SIEMENS

SIMATIC HMI

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2,

Mobile Panel 277F IWLAN (étiquette RFID)

Information produit

A5E03357930

Cette information produit contient des indications importantes. Ces informations complétent les instructions de service du

pupitre opérateur et, en cas de conflit avec les indications contenues dans les instructions de service, des Release Notes et

de l'aide en ligne, c'est a elles que vous devez vous reporter.
Validité
Cette information produit est valable pour les pupitres opérateur suivants :
® Mobile Panel 277 IWLAN V2
N° d'article :
- 6AV6 645-0DD01-0AX1
- 6AV6 645-0DD02-0AX1
- 6AV6 645-0DE01-0AX1
- 6AV6 645-0DE02-0AX1
- 6AV6 645-0FD01-0AX1
- 6AV6 645-0FE01-0AX1

® Mobile Panel 277F IWLAN V2

N° d'article :

- 6AV6 645-0EBO1-0AX1
- 6AV6 645-0EB02-0AX1
- 6AV6 645-0EC01-0AX1
- 6AV6 645-0EC02-0AX1
- 6AV6 645-0GB01-0AX1
- BAV6 645-0GC01-0AX1

® Mobile Panel 277F IWLAN V2 RFID
N° d'article :
- 6AV6 645-0EF01-0AX1
- 6AV6 645-0EF02-0AX1
- 6AV6 645-0GF01-0AX1

Veuillez tenir compte des autorisations et des certificats.

Remarque
Les homologations valables pour le pupitre sont uniquement celles indiquées au dos de I'appareil.

© Siemens AG 2017. Tous droits réservés
A5E03357930-AH, 03/2017
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Consignes de sécurité pour Mobile Panel 277 IWLAN V2,
Mobile Panel 277F IWLAN V2 et
Mobile Panel 277F IWLAN (étiquette RFID)

Configuration

Remarque

Logiciel WIinCC flexible approprié requis

Utilisez pour la configuration du pupitre opérateur un des progiciels suivants :

e WinCC flexible 2008 SP2 avec HSP Mobile Panel 277 Wireless V2.

e Une version WIinCC (TIA Portal) validée pour le pupitre opérateur

Fichier GSDML de migration pour automates sans diagnostic PROFINET étendu

Le pupitre opérateur prend en charge le diagnostic PROFINET étendu et ne peut étre utilisé conjointement a un PROFINET
I0-Controller que si ce dernier prend également en charge ce diagnostic.

Pour utiliser le pupitre opérateur avec un PROFINET IO-Controller ne prenant pas en charge le diagnostic PROFINET, un
fichier GSDML de migration est requis.

Vous trouvez le fichier GSDML de migration pour le pupitre opérateur avec une description de l'installation sur Internet a
l'adresse suivante :

Fichier GSDML de migration Mobile Panel 277(F) IWLAN V2/(étiquette RFID)
(http://support.automation.siemens.com/WWW/view/fr/19241467)

Communication LAN et WLAN

Remarque
Communication avec plusieurs points d'accés possible uniquement avec iPCF-MC

Sans iPCF-MC, la communication avec plus d'un point d'accés pour la couverture d'une zone WLAN plus grande n'est pas
possible sans interruption.
Utilisez iPCF-MC pour la communication avec plusieurs points d'arrét pour couvrir une zone WLAN plus grande.

Utilisez uniquement WPA2 avec AES

Pour une protection optimale de la communication WLAN, utilisez uniguement WPA2 avec AES. Si des mots de passe et
des clés appropriés (assez longs et impossibles a deviner) ont été choisis, cette procédure est considérée selon I'état actuel
de la technique comme sire.

Réseau de données sans perturbation requis

Le fonctionnement sdr du pupitre opérateur n'est garanti que dans un réseau de données sans perturbation. Les
perturbations extérieures au réseau radio peuvent p. ex. entrainer une surcharge du pupitre opérateur.

Dans le cas d'une communication basée sur I'Ethernet sans fil, comme p. ex. PROFINET IO, HTTP, Sm@rtAccess,
Sm@rtService et OPC, il incombe a l'utilisateur final de veiller a la sécurité du réseau de données.

La fonction "Storm Threshold" doit étre activée pour Siemens Access Point SCALANCE. Cette activation est nécessaire
pour que le fonctionnement de l'installation soit stable méme quand la charge du réseau est élevée. Pour les télégrammes
Broadcast, il faut effectuer le paramétrage suivant :

e Address Threshold : 255
e Wireless : 255.
Adresses IP dans le réseau de données

La plage d'adresses 169.254.2.252 a 169.254.2.255 est affectée en interne par I'appareil et ne doit étre en aucun cas
contenue dans le réseau de données configuré.

Pour ne pas nuire a la communication interne de I'appareil, n'utilisez pas d'adresse comprise dans la plage d'adresses
"link-local" (169.254.*.%).

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (étiquette RFID)
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IMPORTANT

Valeur maximale de la puissance émettrice autorisée

En fonction du pays dans lequel le pupitre est utilisé, il convient de tenir compte de la puissance émettrice IWLAN
maximale admise :

e USA:-14dBm

e UE:-11dBm

e Autres pays : -17 dBm

Procédez comme suit pour régler la puissance émettrice du pupitre :

1. Ouvrez I'utilitaire "WLAN V2 Config" sur le bureau du pupitre opérateur.

3. Réglez la valeur "Transmit Power" sur la puissance émettrice admise.

Température ambiante

Le pupitre opérateur est congu pour une utilisation a des températures ambiantes de 0 °C a 40 °C.

Remarque
Charge de I'accumulateur principal dans le pupitre opérateur

Si le pupitre opérateur est en marche et accroché dans le chargeur, la charge de I'accumulateur principal dans le pupitre
opérateur est conservée jusqu'a une température ambiante de 40 °C.

Charge des accumulateurs dans les compartiments de charge du chargeur

Vous trouverez dans les informations produit fournies avec le chargeur des informations sur la charge des accumulateurs a
différentes températures ambiantes.

Spécification de l'interface USB

Remarque

L'interface USB ne doit étre utilisée que pour la mise en service et a des fins de maintenance.
La longueur de cable maximale des périphériques USB connectés ne doit pas dépasser 3 m.

PROFINET IO

Remarque

Afin d'améliorer la sécurité de votre application, interrogez le bit de vie dans votre application CPU. Lorsque la valeur du bit
de vie reste inchangée, la communication PROFINET IO est interrompue. Vérifiez que tous les partenaires PROFINET 1O
sont mis en route et qu'ils fonctionnent parfaitement.

Chargeur
Le chargeur correspond a la classe de protection Ill selon EN 61131-2:2007 et EN 60950-1:2006.
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Consignes pour le Japon

Remarque
Pas de liaison au point d'accés sur les voies 184 a 192

Lorsque vous faites fonctionner le Mobile Panel 277F IWLAN dans la bande a 5 GHz et utilisez I'une des voies 184 a 192
pour la liaison WLAN au point d'acceés, il se peut qu'aucune liaison au point d'accés ne puisse étre établie.

N'utilisez pas les voies WLAN 184 a 192, voir le chapitre "Paramétrer une liaison WLAN" des instructions de service.

Notes for use in Korea

0| 7171 UF &(AS) AL ME 77|12 M TOHAF 2= A8 XHE 0 ME FolstAl7| HiEtH, 7HEelel X|FolM At&stE
Ng sHoz gL

This equipment is Industrial (Class A) electromagnetic wave suitability equipment and seller or user should take notice of it,
and this equipment is to be used in the places except for home.

ol SAIMHIE MIE A JHS 40| oo QIHeHI BEE MulAE B4 gig

This device shall not be used for life-safety related service due to radio interference possibility.

Industrial Security

Siemens commercialise des produits et solutions comprenant des fonctions de sécurité industrielle qui contribuent a une
exploitation sdre des installations, systémes, machines et réseaux

Pour garantir la sécurité des installations, systémes, machines et réseaux contre les cybermenaces, il est nécessaire
d’'implémenter (et de préserver) un concept de sécurité industrielle global et moderne. Les produits et solutions de Siemens
ne constituent qu’une partie d’un tel concept.

Il incombe au client d‘'empécher tout accés non autorisé a ses installations, systéemes, machines et réseaux. Les systémes,
machines et composants doivent uniquement étre connectés au réseau d’entreprise ou a Internet si et dans la mesure ou
c’est nécessaire et si des mesures de protection correspondantes (p. ex. utilisation de pare-feux et segmentation du réseau)
ont été prises.

En outre, vous devez tenir compte des recommandations de Siemens concernant les mesures de protection
correspondantes. Pour plus d’informations sur la sécurité industrielle, rendez-voussur
(http://www.siemens.com/industrialsecurity).

Les produits et solutions Siemens font I'objet de développements continus pour étre encore plus sdrs. Siemens vous
recommande donc vivement d’effectuer des actualisations dés que les mises a jour correspondantes sont disponibles et de
ne toujours utiliser que les versions de produit actuelles. L'utilisation de versions obsolétes ou qui ne sont plus prises en
charge peut augmenter le risque de cybermenaces.

Afin d’étre informé des mises a jour produit des qu’elles surviennent, abonnez-vous au flux RSS Siemens Industrial Security
sous (http://www.siemens.com/industrialsecurity).

Exclusion de responsabilité pour les mises a jour de logiciels tiers

Ce produit contient des logiciels tiers. Concernant les mises a jour/patchs de logiciels tiers, Siemens AG assure une
garantie uniguement si ceux-ci ont été distribués dans le cadre d'un contrat de service de mise a jour logicielle Siemens
(Software Update Service) ou s'ils ont été officiellement validés par Siemens AG. Dans le cas contraire, la responsabilité des
mises a jour/patchs vous incombe. Pour plus d'informations sur notre offre de mise a jour logicielle Software Update Service,
consultez le site Internet Software Update Service
(http://www.automation.siemens.com/mcms/automation-software/en/software-update-service).

Remarques sur la protection des comptes d'administrateur

Un utilisateur avec des droits d'administrateur dispose de nombreuses possibilités d'accés et de manipulation dans le
systéeme.

Veillez donc a protéger de maniére adéquate les comptes d'utilisateur afin d'empécher toute modification non autorisée.
Utilisez a cet effet des mots de passe sirs et un compte d'utilisateur par défaut pour un fonctionnement normal. Appliquez,
si nécessaire, d'autres mesures telles que l'utilisation de directives de sécurité.
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Consignes de sécurité pour le Mobile Panel 277F IWLAN V2 et le
Mobile Panel 277F IWLAN (étiquette RFID)

Configuration dans STEP 7

AATI’ENTION

Bouton-poussoir d'arrét d'urgence exploité avec retard

Si un temps de cycle plus court que le temps d'actualisation PNIO est paramétré pour I'OB 35, il se peut que les
télégrammes n'arrivent plus et que I'exploitation de la sortie "E-STOP" du F_FB_RNG_n soit retardée.

Choisissez pour le temps de cycle de I'OB35 une valeur supérieure au temps d'actualisation PNIO.

PROFINET IO

Remarque
En cas de gel sporadique de l'affichage et de I'écran tactile

Il peut arriver parfois que |"affichage et I'écran tactile se figent, rendant I'appareil inutilisable. La communication via
l'interface PROFINET, par ex. la communication PROFIsafe, continue en arriére-plan sans étre perturbée.

Solution :
1. Placez la machine sur laquelle est branché le pupitre en mode sécurisé.

2. Redémarrez le pupitre opérateur. Pour ce faire, retirez I'accu principal et appuyez sur la touche Reset (voir aussi les
instructions de service).

Adresse PROFIsafe de I'appareil en lien avec TIA Portal

Remarque
Adresse PROFlsafe "65535"

En lien avec TIA Portal, la récupération automatique de I'adresse PROFIsafe provenant du projet par la saisie de la valeur
"65535" au pupitre n'est pas prise en charge.

Communication
Blocs fonctionnels et automates

Les tableaux suivants montrent la version F_FB a utiliser actuellement avec la CPU-F correspondante et indiquent leur
version de firmware.

F_FB_MP
Version F_FB | S7-300F/400F | S7-1200F | S7-1500F | Remarque
1.0 o] - - Version récupérée de la bibliothéque utilisateur d'origine
1.2 o] - - Version récupérée de la bibliothéque utilisateur d'origine
1.3 X - o Premiére version intégrée exclusivement dans TIA Portal
14 X - X Comparable a V1.3, pour utilisation dans TIA V14
2.0 X - X Type de données des entrées MP_DATA et MP_RNG modifié
de "Word" en "Int" pour des raisons de conformité CEI.
3.0 X x 1 X 2 Comparable a V2.0, compatible avec les nouvelles versions
de firmware des automates
X pris en charge
- non pris en charge
o n'est plus pris en charge
1 pris en charge pour la version de firmware V4.2 ou supérieure en lien avec la mise a jour TIA Portal V14 Update 2
2

pris en charge pour la version de firmware V2.0 ou supérieure
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F_FB_RNG_4

Version F_FB | S7-300F/400F | S7-1200F | S7-1500F | Remarque
1.0 o - - Version récupérée de la bibliothéque utilisateur d'origine
1.2 o) - - Version récupérée de la bibliothéque utilisateur d'origine
1.3 X - o] Premiére version intégrée exclusivement dans TIA Portal
1.4 X - X Comparable & V1.3, pour utilisation dans TIA V14
2.0 X - X Type de données des entrées MPn_DATA * et MPn_F_KEY *
modifié de "Word" en "Int" pour des raisons de conformité CEI.
3.0 X x 1 X 2 Comparable a V2.0, compatible avec les nouvelles versions

de firmware des automates

X pris en charge

- non pris en charge

o n'est plus pris en charge

*  MPn est utilisé pour les pupitres 1 ... 4

1 pris en charge pour la version de firmware V4.2 ou supérieure en lien avec la mise a jour TIA Portal V14 Update 2

2 pris en charge pour la version de firmware V2.0 ou supérieure

F_FB RNG_16

Version F_FB | S7-300F/400F | S7-1200F | S7-1500F | Remarque
1.0 o - - Version récupérée de la bibliothéque utilisateur d'origine
1.2 o) - - Version récupérée de la bibliothéque utilisateur d'origine
1.3 X - o] Premiére version intégrée exclusivement dans TIA Portal
1.4 X - X Comparable a V1.3, pour utilisation dans TIA V14
2.0 X - X Type de données des entrées MPn_DATA * et MPn_F_KEY *
modifié de "Word" en "Int" pour des raisons de conformité CEI.
3.0 X - x 1 Comparable a V2.0, compatible avec les nouvelles versions
de firmware des automates

X pris en charge

- non pris en charge

o n'est plus pris en charge

*  MPn est utilisé pour les pupitres 1 ... 16

1 pris en charge pour la version de firmware V2.0 ou supérieure

Remarque

Mise a niveau des blocs fonctionnels provenant de TIA V13 SP1 et certification

Pendant la mise a niveau vers TIA V14, les blocs fonctionnels sont remplacés par la version F_FB 1.4 qui est comparable a
la version précédente. Les versions F_FB V1.4 ont une signature fonctionnelle différente en lien avec S7-1500F. Dans le
cadre de la mise a niveau vers TIA V14, vous recevez un protocole de conversion contenant |'affectation des signatures V13
précédentes aux signatures fonctionnelles V14. Grace a ce protocole, les blocs fonctionnels n'ont pas besoin d'étre certifiés
a nouveau, malgré le changement de signature. Vous trouverez des informations supplémentaires dans le manuel de
programmation et d'utilisation SIMATIC Safety - configuration et programmation, chapitre 1.8.1 "Mise a niveau des projets
de STEP 7 Safety V13 SP1 vers V14 sur Internet (https://support.industry.siemens.com/cs/ww/en/view/54110126).

Si vous avez besoin de la version F_FB 2.0 ou supérieure, p. ex. pour des raisons de conformité CEl ou de compatibilité
avec les version de firmware des automates, vous devez certifier a nouveau les blocs fonctionnels.

Mise a niveau des blocs fonctionnels provenant des versions antérieures de TIA V13 SP1

En suivant la description dans le systéme d'information TIA, effectuer la migration vers V13 SP1 et suivez ensuite la
consigne "Mise a niveau des blocs fonctionnels provenant de TIA V13 SP1 et certification".
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Configuration de F-FB <V2.0

La consigne suivante s'applique si vous utilisez dans la configuration des F-FB avec une version <V2.0.

Remarque
Désactiver le controle CEI

Si I'option "Contrble CEI" est activée dans le bloc fonctionnel "Main-Safety", le projet ne peut pas étre compilé.
Désactivez le controle CEIl dans les propriétés du bloc fonctionnel I'option "Main-Safety", voir figure suivante.

Main_Safety_RTGT [FBT]

General

[%

General
Information
Time stamps

Protection
Atributes

|<lm

Attributes

Compilation [)IEC check

. |_J Handle errors within block

[} Block can be used as know-how protecte

[w) Multiple instance capability

Ilmme Anblmnd ~tbeibosabmn —

| INI‘ A>

2]

| oK | Cancel

)

S

Temps d’exécution des blocs fonctionnels

Les indications relatives aux temps d'exécution se trouvent dans la FAQ 27097159
(https://support.industry.siemens.com/cs/ww/fr/view/27097159).

Normes de sécurité et mode de sécurité

Normes relatives a la siireté de fonctionnement

TUV
L'homologation TUV confirme le respect des normes suivantes pour les fonctions de sécurité du pupitre opérateur :
Norme Titre Edition
EN 60204-1 Sécurité des machines — Equipement électrique des machines - Partie 1 : 2006 +A1:2009
Exigences générales
CEI 62061 Sécurité des machines — Sécurité fonctionnelle des systémes de commande | 2005 +A2:2015
électriques, électroniques et programmables de machines
CEI 61508-1 a4 Niveau d'intégrité de sécurité 3 2010
1ISO 13850 Sécurité des machines — Arrét d'urgence — Principes de conception 2015
1ISO 13849-1 Performance Level e et catégorie 4 2015
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Caractéristiques techniqgues du mode de sécurité
® Selon la norme CEI 61508

Architecture matérielle 1002 redondante
Mode de demande high demand mode
Probability of a dangerous failure per hour (PFH) <1,00 x 1019 1/h
Probability of a dangerous failure on demand (PFD) <1,70 x 10®
Classe de sécurité maximale pouvant étre atteinte SIL3

Durée de vie 10 ans

® Selon la norme CEIl 13849-1

Meantime to Failure (MTTFd) 89 ans
Diagnostic Coverage High
Performance Level e
Catégorie de sécurité 4

Consignes d'utilisation des appareils avec TIA V13 SP1

Communication PROFIsafe

Si aprés la mise en marche du pupitre opérateur ou aprés ¥ Network 15:
coupure de la liaison PROFIsafe vers une CPU F cette '
connexion ne s'établit pas automatiquement, il convient _
d'interconnecter le parametre de sortie ACK_REI du - FB%I(\)/:/DB -
F_FB_MP comme suit : "ACK_REI = ACK_REQ", voir S
exemple ci-contre. F_FB_MP
- —]EN
... w— VRADY
E ACK_REQ
- —]S7_MP_RES | ACK_REI 3
- —457_ACK_ERR MP_DATA_ Q| -
MP_DATA MP_RNG_Q
MP_RNG DIAG
MP_STAT ENO |—
Attention, le temps d'exécution du réseau 16 n'est pas v  Network 16: 1=Acknowledgment for reintegration
compris dans le temps d'exécution des blocs fonctionnels. omment
"F00026_HM_
2" ACK_REI
“FO0026_HM_
2"ACK_REQ 0 -

Instructions de service espagnoles

Activation de la touche d'arrét d'urgence

Regle générale : La touche d'arrét d'urgence est active dés que la communication PROFIsafe est établie et donc
indépendamment du fait que le pupitre de sécurité est ou non connecté a une machine.

Dans la traduction espagnoles des instructions de service "Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2,
Mobile Panel 277F IWLAN (RFID Tag)", édition 01/2011, il faut lire :

e Chapitre 1.15, page 42, premier point : "El siguiente comportamiento de desconexion de la instalacion es valido
independientemente de si el panel de operador ha iniciado sesién en una maquina o no."

e Chapitre 2.6, page 52, deuxiéme phrase : "El pulsador de parada de emergencia es efectivo en una WLAN
independiemente de si el panel de operador ha iniciado sesion en una maquina o no."
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Paramétrage de la communication WLAN - Accés a distance

Vous pouvez procéder au Web Based Management pour le paramétrage de la communication WLAN directement sur le
pupitre opérateur ou via un navigateur Web ou Telnet.

Web Based Management avec un navigateur Web

Vous accédez au Web Based Management avec un navigateur Web standard via le port 34965.
Syntaxe : "http://<adresse 1P>:34965"

Exemple : Si l'adresse IP de votre pupitre opérateur est "192.168.1.1", entrez dans la barre d'adresse de votre navigateur
Web : "http://192.168.1.1:34965".

Web Based Management via Telnet

Vous pouvez également configurer la configuration WLAN via Telnet. Vous accédez a ce service via le port 34966. Les
données d'accés correspondent a celles de I'accés Web.

Normes et homologations

Ce paragraphe contient des informations importantes sur les normes et homologations en vigueur dans différents pays
relatives au systéme radio pour le pupitre opérateur.

Remarque
La vue d'ensemble suivante vous informe sur les homologations possibles.
Les homologations valables pour le pupitre sont uniquement celles indiquées au dos de I'appareil.

Homologation CE

C€

Le pupitre opérateur dans la version mise en circulation par Siemens est conforme aux normes de la directive européenne
suivante :

99/5/EG

Directive du Parlement et du Conseil Européen pour I'harmonisation des directives sur les installations radioélectriques et
les terminaux de télécommunications des pays membres et la reconnaissance mutuelle de leur conformité.

La conformité aux exigences fondamentales de la directive est assurée par le respect des normes suivantes :

EN 60950 Sécurité des matériels de traitement de l'information

EN 301489-1 Norme de compatibilité électromagnétique pour les équipements et les services radio

EN 301489-17 Exigences particuliéres pour les systémes de transmission de données a large bande et
équipements HIPERLAN

EN 300328 Télécommunications, CEM et spectre radioélectrique (ERM) - Systémes de transmission de données

large bande - Equipements de transmission de données fonctionnant dans la bande ISM a 2,4 GHz
et utilisant des techniques de modulation a étalement de spectre

EN 300440-1 CEM et spectre radioélectrique (ERM) - Appareils a faible portée (SDR) - Equipements

EN 300440-2 radioélectriques utilisés dans les bandes de fréquences 1 a 40 GHz

EN 301893 Réseaux d'acces radio large bande (BRAN) - RLAN a haute performance 5 GHz

EN 50371 Norme générique pour démontrer la conformité des appareils électriques et électroniques de faible

puissance aux restrictions de base concernant I'exposition des personnes aux champs
électromagnétiques (10 MHz - 300 GHz)

1999/519/CE Recommandation du Conseil visant & limiter I'exposition de la population aux champs
électromagnétiques (0 Hz a 300 GHz)

Les appareils connectés au systéme doivent satisfaire aux consignes de sécurité afférentes.
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Déclaration de conformité UE
Les déclarations de conformité UE a présenter aux autorités compétentes sont disponibles a I'adresse suivante :

Siemens AG

Digital Factory
Factory Automation
DF FA AS SYS
Postfach 1963
D-92209 Amberg

Cette déclaration atteste la conformité aux directives mentionnées, mais ne tient pas lieu de garantie de propriétés.
Vous trouverez la déclaration de conformité CE sur Internet a I'adresse :

Certificats Mobile Panels 277(F) IWLAN (https://support.industry.siemens.com/cs/ww/fr/ps/14751/cert)

Homologation UL

e(UL)us

Pour Underwriters Laboratories Inc. :

e UL 60950-1 — Information Technology Equipment — Safety
Partie 1 : General Requirements — Edition 2 — Issue Date 2007/03/27

® (CSA C22.2 No. 60950-1 (2nd Edition) — Information Technology Equipment — Safety
Partie 1 : General Requirements — Edition 2 — Issue Date 2007/03/27

L'installation n'est conforme a I'hnomologation qu'en cas de fonctionnement sur accumulateur principal ou stationnaire dans
le chargeur.

Approval according to FCC

This device complies with Part 15 of the FCC Rules

Operation is subject to the following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference, including interference that may cause undesired operation.

IEEE802.11b or g operation of this product in the USA is firmware-limited to channels 1 through 11.

Notice

Changes or modifications made to this equipment not expressly approved by SIEMENS may void the FCC authorization to
operate this equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, wich can be determined by turning the equipment off and on, the user encouraged to try to correct the
interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.
® |ncrease the separation between the equipment and receiver.
® Connect the equipment into an outlet on a circuit different from that to wich the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.
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Notice

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled enviroment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
Professional Installation Notice:

To comply with FCC Part 15 rules in the United States, the system must be professionally installed to ensure compliance
with the Part 15 certification. It is the responsibility of the operator and professional installer to ensure that only certified
systems are deployed in the United States. The use of the system in any other combination (such as co-located antennas
transmitting the same information) is expressly forbidden.

Within the 5.15-5.25 GHz band, this device is only for indoor use operations to reduce any potential for harmful interference
to co-channel MSS operations.

RSS-210 of Industry Canada

"Operation is subjecte to the following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired operation of the device."

"This device has been designed to operate with internal antennas with a maximum gain of 2 dBi and an antenna impedance
of 50 Ohms. Other antennas are strictly prohibited for use with this device."

"To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the equivalent
isotropically radiated power (e.i.r.p.) is not more than that permitted for successful communication."

That the device for the band 5150-5250 MHz is only for indoor usage to reduce potential for harmful interference to
co-channel mobile satellite systems."

"Users should also be cautioned to take note that high power radars are allocated as primary users (meaning they have
priority) of 5250-56350 MHz and 5650-5850 MHz and these radars could cause interference and/or damage to LE-LAN
devices."
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Homologations nationales

Remarque

La vue d'ensemble suivante vous informe sur les homologations radio possibles dans les différents pays.

Les homologations valables pour le pupitre sont uniquement celles indiquées au dos de I'appareil.

Country Identification Aéfg;‘t’;’g' Country Identification 222;‘:;’3' Country Identification 2?2;?;?
Australia @ v | [HongKong Portugal CEO | v
Austria CE® |  ||Hungary CE® |  ||Romania CEO | v
Bahrain ' v’ | |lreland CED v | |Russia
Belgium CEO v Iceland CED v Singapore
Bulgaria CED v’ | |taly CED v~ | |Slovakia ceo v
Canada IC V' | [dapan e vy’ | |Slovenia (€0 | v
China OF TA V' | |Kuwait Spain (€O | v
TRERR
Cyprus (€O v | |Latvia CED v | [SouthAfrica | ic(asa v
ﬁiﬁff&nc CE® |  ||liechtenstein | c€ @ | 4 ||SouthKorea [:g v
Denmark CED® v/ | |tithuania CED® v~ | |Sweden CED v
Estonia CE@ |  |[|lwembourg | C€ @ | o ||Switzerland | C€@® |
Finland CED® |  ||Malaysia Taiwan «(( v
France CEO® |  ||Mata CEQ | v ||Turkey €0 | v
Germany CEO | v || s | CE@ | | |Ukraine
ceasion | €0 | v v | cco | v ||TES2 FE | v
Greece CE® |  ||Poland €O | v

T Pour utiliser I'appareil au Bahrein, vous devez vous enregistrer a I'adresse suivante :

TRA Bahrain (http://www.tra.org.bh/en/index)

Siemens AG

Division Digital Factory

Postfach 48 48

90026 NURNBERG

ALLEMAGNE
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SIEMENS

SIMATIC HMI

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2,
Mobile Panel 277F IWLAN (tag RFID)

Informazioni sul prodotto

A5E03357930

Le presenti informazioni sul prodotto contengono avvertenze importanti. Tali avvertenze sono parte integrante delle
istruzioni operative del pannello operatore e sono da considerarsi prioritarie rispetto a quanto affermato nelle Istruzioni
operative, nelle Release Notes e nella Guida in linea.

Validita
Le presenti informazioni sul prodotto sono applicabili ai seguenti pannelli operatore:
® Mobile Panel 277 IWLAN V2
N. di articolo:
- 6AV6 645-0DD01-0AX1
- 6AV6 645-0DD02-0AX1
- 6AV6 645-0DE01-0AX1
- 6AV6 645-0DE02-0AX1
- 6AV6 645-0FD01-0AX1
- 6AV6 645-0FE01-0AX1

e Mobile Panel 277F IWLAN V2

N. di articolo:

- BAV6 645-0EBO1-0AX1
- BAV6 645-0EB02-0AX1
- BAV6 645-0EC01-0AX1
- BAV6 645-0EC02-0AX1
- BAV6 645-0GB01-0AX1
- BAV6 645-0GC01-0AX1

® Mobile Panel 277F IWLAN V2 RFID
N. di articolo:
- BAV6 645-0EF01-0AX1
- BAV6 645-0EF02-0AX1
- BAV6 645-0GF01-0AX1

In particolare & importante tener conto delle omologazioni e dei certificati.

Nota
Per un dato pannello operatore sono valide solo le omologazioni indicate sul retro dell'apparecchiatura.

© Siemens AG 2017. Tutti i diritti riservati
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Avvertenze di sicurezza per Mobile Panel 277 IWLAN V2,
Mobile Panel 277F IWLAN V2 e
Mobile Panel 277F IWLAN (tag RFID)

Progettazione

Nota

Utilizzo del software WinCC flexible adeguato

Per la progettazione del pannello operatore utilizzare esclusivamente uno dei seguenti pacchetti software:
e "WInCC flexible 2008 SP2" con "HSP Mobile Panel 277 Wireless V2"

e Una versione di WinCC (TIA Portal) abilitata per i pannelli operatore

File GSDML di migrazione per controllori sprovvisti di diagnostica PROFINET avanzata

Il pannello operatore supporta la diagnostica PROFINET avanzata e pu0 essere impiegato esclusivamente su un
PROFINET IO Controller che supporti a sua volta questa diagnostica specifica.

L'utilizzo del pannello operatore su un PROFINET 1O Controller che non supporta la diagnostica PROFINET avanzata
richiede un file GSDML di migrazione.

Questo file per il pannello operatore & disponibile in Internet, unitamente ad una descrizione dell'installazione, al sito:

File GSDML di migrazione sul Mobile Panel 277(F) IWLAN V2/(tag RFID)
(http://support.automation.siemens.com/WW/view/it/19241467)

Comunicazione LAN e WLAN

Nota

Comunicazione con diversi access point possibile esclusivamente con iPCF-MC

In assenza di iPCF-MC, la comunicazione con piu di un access point per la copertura di un campo WLAN di una certa
estensione, non & possibile senza interruzioni.

Si raccomanda pertanto I'impiego di iPCF-MC nella comunicazione con piu di un access point per la copertura di un campo
WLAN di grandi dimensioni.

Utilizzare esclusivamente WPA2 con AES

Per proteggere nel modo piu efficiente possibile la comunicazione WLAN utilizzare esclusivamente WPA2 con AES. Grazie

alla selezione di password e chiavi adatte, sufficientemente lunghe e non intuibili, questo procedimento & considerato sicuro
secondo lo stato attuale della tecnica.

Rete di dati esente da disturbi

Il funzionamento sicuro del pannello operatore pud essere garantito soltanto in una rete di dati esente da disturbi. | disturbi
esterni che hanno effetto sulla rete radiofonica possono ad es. determinare un sovraccarico del pannello operatore.

Nella comunicazione wireless basata su Ethernet, ad es. PROFINET 10, HTTP, Sm@rtAccess, Sm@rtService e OPC,
I'utente finale € responsabile della sicurezza della rete di dati.

La funzione "Storm Threshold" nell'Access Point SCALANCE di Siemens deve essere attivata. Questa attivazione &
necessaria affinché I'impianto funzioni in modo stabile anche in caso di un elevato carico della rete. Per i telegrammi
broadcast devono essere effettuate le seguenti impostazioni:

e Address Threshold: 255

o Wireless: 255

Indirizzi IP nella rete di dati

L'area di indirizzi compresa tra 169.254.2.252 €169.254.2.255 & occupata internamente dal pannello operatore € non deve

essere in alcun caso contenuta nella rete di dati configurata.
Per non compromettere la comunicazione interna del pannello, non utilizzare indirizzi dell'area "link-local" (169.254.*.*).
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ATTENZIONE

Potenza di trasmissione massima consentita

Osservare la potenza di trasmissione IWLAN massima consentita nel Paese in cui viene impiegato il pannello operatore:
e USA:-14dBm

e Paesinell'area UE: -11 dBm

e Tutti gli altri Paesi: -17 dBm

Per l'impostazione della potenza di trasmissione nel pannello operatore procedere nel modo seguente:

1. Aprire il tool "WLAN V2 Config" sul desktop del pannello operatore.

3. Impostare il valore "Transmit Power" sulla potenza di trasmissione massima ammessa per il proprio Paese.

Temperatura ambiente

Il pannello operatore & adatto al funzionamento con temperatura ambiente di 0 °C ... 40 °C.

Nota
Carica dell'accumulatore principale nel pannello operatore

Se il pannello operatore & attivato e appeso nella stazione di carica vale quanto segue: Il caricamento dell'accumulatore
principale nel pannello operatore viene mantenuto fino a una temperatura ambiente di 40°C.

Carica dell'accumulatore negli appositi vani della stazione di carica

Il caricamento dell'accumulatore a diverse temperature ambiente viene descritto nelle informazioni sul prodotto allegata alla
stazione di carica.

Specifica delliinterfaccia USB

Nota

L'interfaccia USB deve essere utilizzata esclusivamente per la messa in servizio e a scopo di manutenzione.
La lunghezza dei conduttori dei pannelli operatore USB collegati non deve superare i 3 m.

PROFINET IO

Nota

Per migliorare la sicurezza dell'applicazione, interrogare il bit di attivita nell'applicazione della CPU. Un valore invariato del
bit di attivita indica l'interruzione della comunicazione PROFINET 10. Controllare che tutti i nodi PROFINET IO siano attivati
e che funzionino correttamente.

Stazione di carica
La stazione di carica corrisponde al grado di protezione Ill secondo EN 61131-2:2007 e EN 60950-1:2006.
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Avvertenze per il Giappone

Nota
Nessun collegamento ad access point nei canali da 184 a 192

In caso di impiego del Mobile Panel 277F IWLAN in una banda di 5 GHz e, per il collegamento WLAN ad access point, di
uno dei canali da 184 a 192, puo accadere che il collegamento ad access point non sia possibile.

Non utilizzare i canali WLAN compresi tra 184 e 192, vedere le istruzioni operative, capitolo "Parametrizzazione del
collegamento WLAN".

Notes for use in Korea
0| 7|71 YR 8(AS) MR ME 7|7 |2 M EOfAF EE= AL XAHE 0| HE F 2|6t AI7| HiEtH, 7HER|9| X[Jof M AHE 5t
Hg s™Mo 2 guoh

This equipment is Industrial (Class A) electromagnetic wave suitability equipment and seller or user should take notice of it,
and this equipment is to be used in the places except for home.

Y& FHMHIE M2 7H5-0| Qe E 2 QlEe I A E MH|AE g Q15

This device shall not be used for life-safety related service due to radio interference possibility.

Industrial Security

Siemens commercializza prodotti e soluzioni dotati di funzioni Industrial Security che contribuiscono al funzionamento sicuro
di impianti, soluzioni, macchine e reti.

La protezione di impianti, sistemi, macchine e reti da minacce cibernetiche, richiede l'implementazione e la gestione
continua di un concetto globale di Industrial Security che corrisponda allo stato attuale della tecnica. | prodotti e le soluzioni
Siemens costituiscono soltanto una componente imprescindibile di questo concetto.

E' responsabilita del cliente prevenire accessi non autorizzati ad impianti, sistemi, macchine e reti. Il collegamento di sistemi,
macchine e componenti, se necessario, deve avvenire esclusivamente nell'ambito della rete aziendale o tramite Internet
previa adozione di opportune misure (ad es. impiego di firewall e segmentazione della rete).

Attenersi inoltre alle raccomandazioni Siemens concernenti misure di sicurezza adeguate. Ulteriori informazioni su Industrial
Security sono disponibili al sito (http://www.siemens.com/industrialsecurity).

| prodotti e le soluzioni Siemens vengono costantemente perfezionati per incrementarne la sicurezza. Siemens raccomanda
espressamente di eseguire gli aggiornamenti non appena sono disponibili i relativi update e di impiegare sempre le versioni
aggiornate dei prodotti. L’'uso di prodotti non piu attuali o di versioni non piu supportate incrementa il rischio di attacchi
cibernetici.

Per essere costantemente aggiornati sugli update dei prodotti, abbonarsi a Siemens Industrial Security RSS Feed al sito
(http://www.siemens.com/industrialsecurity).

Esclusione della responsabilita nell'ambito di aggiornamenti di software di terzi

Questo prodotto contiene software di terzi. Siemens AG si assume la responsabilita per gli update/i patch dei software di
terzi solo nel caso in cui questi siano stati distribuiti nel quadro di un contratto di assistenza Siemens per I'aggiornamento di
software o siano stati rilasciati ufficialmente da Siemens AG. In caso contrario gli update/i patch sono effettuati sotto la
responsabilita dell'utente. Ulteriori informazione sul servizio aggiornamento software sono disponibili in Internet alla
sezioneSoftware Update Service
(http://www.automation.siemens.com/mcms/automation-software/en/software-update-service).

Avvertenze sulla protezione degli account amministratore
Un utente con diritti di amministratore ha a disposizione sul sistema ampie possibilita di accesso e manipolazione.

Pertanto & necessario proteggere adeguatamente gli account amministratore per evitare modifiche non autorizzate. A tale
scopo, utilizzare password sicure e servirsi di un account utente standard per le operazioni normali. A seconda delle
necessita vanno impiegate ulteriori misure, quali ad es. l'applicazione di direttive di sicurezza.

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (tag RFID)
40 A5E03357930-AH, 03/2017


http://www.siemens.com/industrialsecurity
http://www.siemens.com/industrialsecurity
http://www.automation.siemens.com/mcms/automation-software/en/software-update-service

Avvertenze di sicurezza valide per Mobile Panel 277F IWLAN V2 e
Mobile Panel 277F IWLAN (tag RFID)

Progettazione in STEP 7

AAWERTENZA

Valutazione ritardata del tasto di ARRESTO D'/EMERGENZA

Se il tempo di ciclo per 'OB35 & impostato su un valore minore del tempo di aggiornamento PNIO, possono verificarsi
guasti del telegramma e una valutazione ritardata dell'uscita E-STOP di F_FB_RNG_n.

Impostare per il tempo di ciclo del'OB35 un valore maggiore del tempo di aggiornamento PNIO.

PROFINET IO

Nota
Rimedi in presenza di un blocco sporadico del display e del touchscreen

Raramente puo accadere che il display o il touchscreen del pannello operatore si blocchino impedendo I'uso del dispositivo.
A prescindere da quest'inconveniente, la comunicazione tramite l'interfaccia PROFINET, ad es. la comunicazione
PROFIsafe, si svolge senza interruzioni sullo sfondo.

Rimedio:
1. Portare allo stato sicuro allo stato sicuro la macchina alla quale & collegato il pannello operatore.

2. Riavviare il pannello operatore. Per quest'operazione, estrarre |'accumulatore principale dal relativo vano, quindi premere
il tasto del reset (vedere anche l'istruzione operativa).

Indirizzo PROFIsafe del pannello operatore nel collegamento con il TIA Portal

Nota
Indirizzo PROFlsafe "65535"

Nel collegamento con il TIA Portal, I'acquisizione automatica dal progetto dell'indirizzo PROFIsafe inserendo il valore
dell'indirizzo "65535", non viene supportata nel pannello operatore.

Comunicazione

Blocchi funzionali e controllori

Le tabelle seguenti mostrano le versioni _FB attualmente utilizzabili per le varie CPU F e le relative versioni del firmware.
F_FB_MP

Versione F_FB | S7-300F/400F | S7-1200F | S7-1500F | Osservazioni

1.0 o) - - Versione acquisita dalla biblioteca utenti originaria

1.2 o) - - Versione acquisita dalla biblioteca utenti originaria

1.3 X - o] Prima versione integrata esclusivamente nel TIA Portal

1.4 X - X Equivalente alla V1.3, per I'impiego in TIA V14

2.0 X - X Tipi di dati degli ingressi MP_DATA e MP_RNG modificati da
"Word" a "Int" in ragione della conformita IEC

3.0 X x 1 X 2 Equivalente alla versione V2.0, compatibile con le nuove
versioni firmware dei controllori

supportata

non supportata

non piu supportata

supportata con la versione firmware V4.2 o superiore con il TIA Portal V14 Update 2
supportata con la versione firmware V2.0 o superiore

N 2O X

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (tag RFID)
A5E03357930-AH, 03/2017 41




F_FB_RNG_4

Versione F_FB | S7-300F/400F | S7-1200F | S7-1500F | Osservazioni
1.0 o) - - Versione acquisita dalla biblioteca utenti originaria
1.2 o] - - Versione acquisita dalla biblioteca utenti originaria
1.3 X - o] Prima versione integrata esclusivamente nel TIA Portal
14 X - X Equivalente alla V1.3, per I'impiego in TIA V14
2.0 X - X Tipi di dati degli ingressi MPn_DATA* e MPn_F_KEY *
modificati da "Word" a "Int" in ragione della conformita IEC
3.0 X x 1 X 2 Equivalente alla versione V2.0, compatibile con le nuove
versioni firmware dei controllori
X supportata
- non supportata
0 non piu supportata
*  MPn trova impiego nel pannello operatore 1 ... 4
1 supportata con la versione firmware V4.2 o superiore con il TIA Portal V14 Update 2
2 supportata con la versione firmware V2.0 o superiore
F_FB RNG_16
Versione F_FB | S7-300F/400F | S7-1200F | S7-1500F | Osservazioni
1.0 o] - - Versione acquisita dalla biblioteca utenti originaria
1.2 o] - - Versione acquisita dalla biblioteca utenti originaria
1.3 X - o] Prima versione integrata esclusivamente nel TIA Portal
14 X - X Equivalente alla V1.3, per I'impiego in TIA V14
2.0 X - X Tipi di dati degli ingressi MPn_DATA* e MPn_F_KEY *
modificati da "Word" a "Int" in ragione della conformita IEC
3.0 X - x 1 Equivalente alla versione V2.0, compatibile con le nuove
versioni firmware dei controllori
X supportata
- non supportata
0 non piu supportata
*  MPn trova impiego nel pannello operatore 1 ... 16
1 supportata con la versione firmware V2.0 o superiore
Nota

Aggiornamento dei blocchi funzionali di TIA V13 SP1 e certificazione

Durante I'aggiornamento a TIA V14, i blocchi funzionali interessati vengono sostituiti dalla versione V.1.4 F_FB che presenta
la stessa valenza della versione precedente. Impiegate nell'S7-1500F, le versioni V1.4 F_FB presentano una firma
funzionale modificata. Con I'aggiornamento a TIA V14 viene fornito un protocollo di conversione indicante I'assegnazione
delle precedenti firme V13 alle firme funzionali V14 attuali. Questo protocollo di conversione rende superflua una nuova
certificazione dei blocchi funzionali nonostante le modifiche intervenute nelle firme. Per ulteriori informazioni consultare il
manuale di programmazione e di servizio "SIMATIC Safety - Configuring and Programming", capitolo 1.8.1 "Upgrading
projects from STEP 7 Safety V13 SP1 to V14 disponibile" in Internet
(https://support.industry.siemens.com/cs/ww/en/view/54110126).

Qualora si necessiti della versione V 2.0 F_FB o superiore, ad es. per la conformita IEC o la compatibilita dei controllori a
versioni firmware superiori, i blocchi funzionali devono essere nuovamente certificati.

Aggiornamento dei blocchi funzionali di versioni precedenti di TIA V13 SP1.

Seguendo la descrizione fornita nel sistema informativo TIA, eseguire la migrazione a V13 SP1 e attenersi all'Avvertenza
"Aggiornamento dei blocchi funzionali di TIA V13 SP1 e certificazione".
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Progettazione di FB F <V2.0

La seguente avvertenza ha validita in caso di impiego nella progettazione di FB F con una versione <V2.0.

Nota
Disattivare il controllo IEC

Se nel blocco funzionale "Main-Safety" & attivata I'opzione "Controllo IEC", la compilazione del progetto non &€ possibile.
Nelle proprieta del blocco funzionale "Main-Safety", disattivare I'opzione "Controllo IEC", vedere la figura seguente.

[%

Main_Safety_RTGT [FBT]
General
G I [~
enere = Attributes (=
Informaticn | =

Time stamps

Protection
Atributes

|<lm

Compilation [)IEC check

. |_J Handle errors within block

[} Block can be used as know-how protecte

[w) Multiple instance capability

Ilmme Anblmnd ~tbeibosabmn —

(-]
B

| oK | Cancel

)

=

Orari di esecuzione dei blocchi funzionali

Per indicazioni sugli orari di esecuzione dei blocchi funzionali consultare le FAQ 27097159
(https://support.industry.siemens.com/cs/ww/it/view/27097159).

Norme di sicurezza e funzionamento fail-safe

Norme sulla sicurezza di funzionamento:

TOV

Il TUV conferma la conformita delle funzioni fail safe del pannello operatore alle seguenti norme:

Norma

Titolo

Edizione

DIN EN 60204-1

Sicurezza delle macchine — dotazione elettrica delle macchine — Parte 1:
Requisiti generali

2006 +A1:2009

DIN IEC 62061 Sicurezza delle macchine - Sicurezza funzionale di sistemi di controllo elettrici | 2005 +A2:2015
ed elettronici nonché di controllori programmabili di macchine

IEC 61508-1 ... 4 Livello di integrita di sicurezza 3 2010

1ISO 13850 Sicurezza delle macchine - Funzione di ARRESTO DI EMERGENZA - 2015
Principi di progettazione

1ISO 13849-1 Performance Level e e Categoria 4 2015
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Dati tecnici sul funzionamento fail safe
e A norma |[EC 61508

Architettura hardware Ridondata 1002
Percentuale di sicurezza high demand mode
Probability of a dangerous failure per hour (PFH) <1,00 x 1019 1/h
Probability of a dangerous failure on demand (PFD) <1,70 x 10®
Max. classe di sicurezza raggiungibile SIL3
Durata 10 anni

e Secondo IEC 13849-1
Meantime to Failure (MTTFd) 89 years
Diagnostic Coverage High
Performance Level e
Categoria di sicurezza 4

Indicazioni per I'utilizzo dei pannelli operatore TIA V13 SP1

Comunicazione PROFIsafe

Qualora dopo l'inserzione del pannello operatore, oppure in
seguito all'interruzione del collegamento PROFIsafe con una
CPU F, il collegamento in oggetto non si ripristini da sé, il
parametro di uscita ACK_REIl in F_FB_MP deve essere
interconnesso come indicato nel seguito: "ACK_REI =
ACK_REQ", vedere I'esempio seguente.

Tenere presente che il tempo di esecuzione del segmento 16
non & compreso nel tempo di esecuzione dei blocchi
funzionali.

Istruzioni operative in lingua spagnola

Attivazione dell'interruttore di ARRESTO di EMERGENZA

-

-

Network 15:

%DB7
"F_FB_MP_DB_1"
F_FB_MP
-« —EN
... et OVRADY
.. =={ACK_REQ
- —] S7_MP_RES ACK_REI
- —S7_ACK_ERR MP_DATA_Q
MP_DATA MP_RNG_Q
MP_RNG DIAG
MP_STAT ENO

Network 16: 1=Acknowledgment for reintegration

"FO0026_HM_

2" ACK_REI

"FO0026_HMI_
2"ACK_REQ e

Regola generale: Il tasto di ARRESTO DI EMERGENZA ¢é attivo non appena viene creata la comunicazione PROFIsafe, a
prescindere dal fatto che il pannello operatore fail safe sia 0 meno registrato su una macchina.

La traduzione in lingua spagnola delle istruzioni operative "Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2,
Mobile Panel 277F IWLAN (RFID Tag)", Edizione 01/2011, deve contenere ad es. le seguenti informazioni:

e Capitolo 1.15, Pagina 42, primo capoverso dell'elenco: "El siguiente comportamiento de desconexién de la instalacién es
valido independientemente de si el panel de operador ha iniciado sesi6on en una maquina o no."

e Capitolo 2.6, Pagina 52, seconda frase: "El pulsador de parada de emergencia es efectivo en una WLAN
independiemente de si el panel de operador ha iniciado sesién en una maquina o no."
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Parametrizzazione della comunicazione WLAN - Accesso remoto

Per la parametrizzazione della comunicazione WLAN & possibile eseguire il Web Based Management direttamente sul
pannello operatore o, in alternativa, tramite un browser di rete o Telnet.

Web Based Management tramite browser di rete

L'accesso al Web Based Management avviene tramite un browser di rete standard attraverso la porta 34965.
Sintassi: “http://<indirizzo IP>:34965"

Esempio: Se l'indirizzo IP del proprio pannello operatore & "192.168.1.1", nella barra degli indirizzi del browser di rete va
inserito: "http://192.168.1.1:34965".

Web Based Management tramite Telnet

La comunicazione WLAN puo essere configurata anche tramite Telnet. Questo servizio € disponibile attraverso la porta
34966. | dati di accesso corrispondo a quelli per I'accesso al Web.

Norme e omologazioni

Il presente paragrafo contiene informazioni importanti su Norme e omologazioni del pannello operatore nei vari Paesi
relative al sistema radio.

Nota

Il seguente elenco riporta le omologazioni possibili.
Per un dato pannello operatore sono valide solo le omologazioni indicate sul retro dell'apparecchiatura.

Omologazione CE

C¢€

Il pannello operatore, nella versione commercializzata da Siemens & conforme alle disposizioni previste dalle seguenti

Direttive Europee:
99/5/CE

Direttiva del Parlamento europeo e del Consiglio riguardante le apparecchiature radio e le apparecchiature terminali di
telecomunicazione e il reciproco riconoscimento della loro conformita.

La conformita ai requisiti fondamentali della direttiva & assicurata dal rispetto delle seguenti norme:

EN 60950 Apparecchiature per la tecnologia dell'informazione - Sicurezza

EN 301489-1 Compatibilita elettromagnetica per dispositivi radio e relativi servizi

EN 301489-17 Condizioni specifiche per sistemi di trasmissione dati a banda larga e per dispositivi in reti radio locali
di grande potenza (HIPERLAN)

EN 300328 Compatibilita elettromagnetica e questioni relative allo spettro delle radiofrequenze (ERM) - Sistemi
di trasmissione a banda larga - Apparecchiature di trasmissione dati che operano nella banda da 2,4
GHz ISM e che utilizzano tecniche di modulazione ad ampio spettro

EN 300440-1 Compatibilita elettromagnetica e questioni relative allo spettro delle radiofrequenze (ERM) -

EN 300440-2 Dispositivi a breve portata - Apparecchiature radio da utilizzare nella gamma di frequenza da 1 GHz
a 40 GHz

EN 301893 Reti di accesso radio a banda larga (BRAN) - 5GHz RLAN ad alte prestazioni

EN 50371 Conformita degli apparecchi elettronici ed elettrici di bassa potenza ai limiti di base fissati per la
sicurezza delle persone esposte a campi elettromagnetici (10 MHz - 300 GHz)

1999/519/CE Raccomandazione del Consiglio per la limitazione dell'esposizione della popolazione ai campi
elettromagnetici (0 Hz - 300 GHz)

| dispositivi collegati al sistema devono soddisfare le disposizioni di sicurezza rilevanti.
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Dichiarazione di conformita CE
Le dichiarazioni di conformita CE sono a disposizione delle autorita competenti presso:

Siemens AG

Digital Factory
Factory Automation
DF FA AS SYS
Postfach 1963
D-92209 Amberg

Questa dichiarazione certifica la conformita alle direttive indicate ma non costituisce una garanzia rispetto alle
caratteristiche.

La dichiarazione di conformita CE puo essere scaricata all'indirizzo Internet:
Certificati Mobile Panel 277(F) IWLAN (https://support.industry.siemens.com/cs/ww/it/ps/14751/cert)

Omologazione UL

e(UL)us

Underwriters Laboratories Inc. corrispondente a:

® UL 60950-1 — Information Technology Equipment — Safety
Parte 1: General Requirements — Edition 2 — Issue Date 2007/03/27

® (CSA C22.2 No. 60950-1 (2nd Edition) — Information Technology Equipment — Safety
Parte 1: General Requirements — Edition 2 — Issue Date 2007/03/27

| requisiti di omologazione vengono soddisfatti esclusivamente nei casi di funzionamento con accumulatore principale o di
funzionamento stazionario nella stazione di carica.

Approval according to FCC

This device complies with Part 15 of the FCC Rules

Operation is subject to the following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference, including interference that may cause undesired operation.

IEEE802.11b or g operation of this product in the USA is firmware-limited to channels 1 through 11.

Notice

Changes or modifications made to this equipment not expressly approved by SIEMENS may void the FCC authorization to
operate this equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, wich can be determined by turning the equipment off and on, the user encouraged to try to correct the
interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.
e Connect the equipment into an outlet on a circuit different from that to wich the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.
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Notice

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled enviroment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
Professional Installation Notice:

To comply with FCC Part 15 rules in the United States, the system must be professionally installed to ensure compliance
with the Part 15 certification. It is the responsibility of the operator and professional installer to ensure that only certified
systems are deployed in the United States. The use of the system in any other combination (such as co-located antennas
transmitting the same information) is expressly forbidden.

Within the 5.15-5.25 GHz band, this device is only for indoor use operations to reduce any potential for harmful interference
to co-channel MSS operations.

RSS-210 of Industry Canada

"Operation is subjecte to the following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired operation of the device."

"This device has been designed to operate with internal antennas with a maximum gain of 2 dBi and an antenna impedance
of 50 Ohms. Other antennas are strictly prohibited for use with this device."

"To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the equivalent
isotropically radiated power (e.i.r.p.) is not more than that permitted for successful communication."

That the device for the band 5150-5250 MHz is only for indoor usage to reduce potential for harmful interference to
co-channel mobile satellite systems."

"Users should also be cautioned to take note that high power radars are allocated as primary users (meaning they have
priority) of 5250-5350 MHz and 5650-5850 MHz and these radars could cause interference and/or damage to LE-LAN
devices."
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Omologazioni nazionali

Nota

Il seguente elenco riporta le omologazioni radio in vigore nei diversi paesi.
Per un dato pannello operatore sono valide solo le omologazioni indicate sul retro dell'apparecchiatura.

Country Identification Aéfg;‘t’;’g' Country Identification 222;‘:;’3' Country Identification 2?2;?;?
Australia @ v | [HongKong Portugal CEO | v
Austria CE® |  ||Hungary CE® |  ||Romania CEO | v
Bahrain ' v’ | |lreland CED v | |Russia
Belgium CEO v Iceland CED v Singapore
Bulgaria CED v’ | |taly CED v~ | |Slovakia ceo v
Canada IC V' | [dapan e vy’ | |Slovenia (€0 | v
China OF TA V' | |Kuwait Spain (€O | v
TRERR
Cyprus (€O v | |Latvia CED v | [SouthAfrica | ic(asa v
ﬁiﬁff&nc CE® |  ||liechtenstein | c€ @ | 4 ||SouthKorea [:g v
Denmark CED® v/ | |tithuania CED® v~ | |Sweden CED v
Estonia CE@ |  |[|lwembourg | C€ @ | o ||Switzerland | C€@® |
Finland CED® |  ||Malaysia Taiwan «(( v
France CEO® |  ||Mata CEQ | v ||Turkey €0 | v
Germany CEO | v || s | CE@ | | |Ukraine
ceasion | €0 | v v | cco | v ||TES2 FE | v
Greece CE® |  ||Poland €O | v

' Per utilizzare il pannello operatore nel Bahrain & necessario registrarsi al seguente indirizzo:

TRA Bahrain (http://www.tra.org.bh/en/index)

Siemens AG

Division Digital Factory

Postfach 48 48

90026 NURNBERG

GERMANIA
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SIEMENS

SIMATIC HMI

Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2,
Mobile Panel 277F IWLAN (tag RFID)

Informacién del producto

A5E03357930

La presente informacion de producto contiene indicaciones importantes. Las presentes indicaciones complementan las
instrucciones de servicio del panel de operador y prevalecen sobre lo mencionado en las instrucciones de servicio, en las
Release Notes y en la Ayuda en pantalla.

Validez
La presente informacién de producto vale para los siguientes paneles de operador:

® Mobile Panel 277 IWLAN V2

Referencias:

- 6AV6 645-0DD01-0AX1
- BAV6 645-0DD02-0AX1
- BAV6 645-0DE01-0AX1
- 6AV6 645-0DE02-0AX1
- 6AV6 645-0FD01-0AX1
- BAV6 645-0FE01-0AX1

e Mobile Panel 277F IWLAN V2

Referencias:

- BAV6 645-0EBO1-0AX1
- BAV6 645-0EB02-0AX1
- BAV6 645-0EC01-0AX1
- BAV6 645-0EC02-0AX1
- BAV6 645-0GB01-0AX1
- BAV6 645-0GC01-0AX1

® Mobile Panel 277F IWLAN V2 RFID
Referencias:
- BAV6 645-0EF01-0AX1
- BAV6 645-0EF02-0AX1
- BAV6 645-0GF01-0AX1

Observe especialmente las homologaciones y certificados.

Nota
Para el panel de operador son aplicables Unicamente las homologaciones indicadas en el lado posterior del equipo.

© Siemens AG 2017. Reservados todos los derechos
A5E03357930-AH, 03/2017



Consignas de seguridad para Mobile Panel 277 IWLAN V2,
Mobile Panel 277F IWLAN V2 'y
Mobile Panel 277F IWLAN (tag RFID)

Configuracion

Nota

Se requiere el software WinCC flexible apropiado

Para configurar el panel de operador, utilice uno de los paquetes de software siguientes:
e "WInCC flexible 2008 SP2" con "HSP Mobile Panel 277 Wireless V2"

e Una version WIinCC (TIA Portal) autorizada para los paneles de operador

Archivo de migracién GSDML para controladores sin diagnéstico PROFINET avanzado

El panel de operador soporta el diagndstico PROFINET avanzado y solo puede utilizarse en un controlador PROFINET IO
que también soporte dicho diagnostico.

Para utilizar el panel de operador en un controlador PROFINET 1O que no soporte el diagnéstico PROFINET avanzado, se
requiere un archivo de migracién GSDML.

Encontrara el archivo de migracién GSDML para el panel de operador junto con una descripcién de la instalacién en la
direccion de Internet:

Archivo de migracion GSDML Mobile Panel 277(F) IWLAN V2/(tag RFID)
(http://support.automation.siemens.com/\WW/view/es/19241467)

Comunicacion LAN y WLAN

Nota
Posibilidad de comunicacion con varios Access Points solo con iPCF-MC

Sin iPCF-MC, la comunicacién con méas de un Access Point para cubrir una zona de WLAN mas amplia no es posible sin
interrupciones.
Utilice iPCF-MC para la comunicacién con varios Access Points para cubrir una zona de WLAN mas amplia.

Utilice solo WPA2 con AES

Para asegurar la comunicacién WLAN de la mejor forma posible, utilice solo WPA2 con AES. Si se seleccionan contrasefas
y claves adecuadas que sean lo suficientemente largas y no puedan adivinarse, este procedimiento se considera seguro
conforme al estado actual de la técnica.

Necesidad de una red de datos sin perturbaciones

El funcionamiento seguro del panel de operador sélo esta garantizado en una red de datos sin perturbaciones. Las
interferencias externas sobre la red inalambrica podrian p. €j. sobrecargar el panel de operador.

En la comunicacion inalambrica basada en Ethernet, p. ej. PROFINET IO, HTTP, Sm@rtAccess, Sm@rtService y OPC, el
usuario final es responsable de la seguridad de la red de datos.

La funcién "Storm Threshold" tiene que estar activada en el Siemens Access Point SCALANCE. Esta activacion es
necesaria para el funcionamiento estable de la instalacion, incluso a una carga de red elevada. Ajuste lo siguiente para los
telegramas broadcast:

e Address Threshold: 255

e Wireless: 255.

Direcciones IP en la red de datos

El area de direcciones 169.254.2.252 hasta 169.254.2.255 esta ocupada internamente por el dispositivo y no puede estar
incluida en ningun caso en la red de datos configurada.
Para no mermar la comunicacion interna del dispositivo, no utilice direcciones del area "link-local" (169.254.*.*).
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ATENCION

Potencia de transmisién maxima permitida

Tenga en cuenta que es necesario respetar la potencia de transmision maxima permitida para la IWLAN en el pais en el
que se utilice el panel de operador:

e EE.UU.:-14 dBm

e Paises dela UE: -11 dBm

e Todos los demas paises: -17 dBm

Para ajustar la potencia de transmision del panel de operador, proceda del siguiente modo:
1. Abra la herramienta "WLAN V2 Config" desde el escritorio del panel de operador.

Config
2. Seleccione "Interfaces > WLAN > Advanced".
3. Ajuste el valor "Transmit Power" a la potencia de transmisién permitida en el pais de utilizacion.

Temperatura ambiente

El panel de operador esta disefiado para utilizarse a una temperatura ambiente de entre 0 °C y 40 °C.

Nota
Cargar la bateria principal en el panel de operador

Si el panel de operador esta encendido y colgado en la estacion de carga, rige lo siguiente: La carga de la bateria principal
en el panel de operador se mantiene hasta una temperatura ambiente de 40 °C.

Cargar las baterias en los compartimentos de carga de la estacién

Encontrara informacion relacionada con la carga de las baterias a diferentes temperaturas ambiente en la informacién del
producto adjunta a la estacion de carga.

Especificaciéon del puerto USB

Nota

El puerto USB debe utilizarse exclusivamente para la puesta en servicio y para fines de mantenimiento.
La longitud de cable de los dispositivos USB conectados no debe ser superior a 3 m.

PROFINET IO

Nota

Para mejorar la seguridad de su aplicacion, consulte el bit de sefal de vida en la aplicacién de la CPU. Cuando el valor del
bit de sefal de vida no cambia, la comunicacion PROFINET 1O esta interrumpida. Compruebe si todos los dispositivos
PROFINET IO estan conectados y funcionan correctamente.

Estacion de carga
La estacion de carga cumple la clase de proteccion Il segun EN 61131-2:2007 y EN 60950-1:2006.
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Indicaciones para Japon

Nota
No hay conexion con el Access Point en los canales 184 a 192

Si se utiliza el Mobile Panel 277F IWLAN en la banda de 5 GHz y se emplea uno de los canales del 184 al 192 para la
conexion WLAN con el Access Point, es posible que no pueda establecerse ninguna conexion con el Access Point.

No utilice los canales WLAN del 184 al 192; consulte las instrucciones de servicio, capitulo "Parametrizar conexion WLAN".

Notes for use in Korea
0| 7|17|= YR E(AR) MATHE 7|Z7|2 M ZOHAF EE= AFS A= O] M2 F oIt A7 HigtH, 74 2l9| X[l AL& st
HNg JHMo =2 #Lct.

This equipment is Industrial (Class A) electromagnetic wave suitability equipment and seller or user should take notice of it,
and this equipment is to be used in the places except for home.

Sl SIS MIFE Al JHS 40| Qoo 2 QIHeHHD BEE MulAs B4 9

Ol

This device shall not be used for life-safety related service due to radio interference possibility.

Industrial Security

Siemens ofrece productos y soluciones con funciones de seguridad industrial con el objetivo de hacer mas seguro el
funcionamiento de instalaciones, sistemas, maquinas y redes.

Para proteger las instalaciones, los sistemas, las maquinas y las redes de amenazas cibernéticas, es necesario
implementar (y mantener continuamente) un concepto de seguridad industrial integral que sea conforme a la tecnologia
mas avanzada. Los productos y las soluciones de Siemens constituyen unicamente una parte de este concepto.

El cliente es responsable de impedir el acceso no autorizado a sus instalaciones, sistemas, maquinas y redes. Los
sistemas, las maquinas y los componentes solo deben estar conectados a la red corporativa o a Internet cuando y en la
medida que sea necesario y siempre que se hayan tomado las medidas de proteccién adecuadas (p. €j., uso de
cortafuegos y segmentacion de la red).

Adicionalmente, deberan observarse las recomendaciones de Siemens en cuanto a las medidas de proteccion
correspondientes. Encontrara mas informacion sobre seguridad industrial en (http://www.siemens.com/industrialsecurity).

Los productos y las soluciones de Siemens estan sometidos a un desarrollo constante con el fin de mejorar todavia mas su
seguridad. Siemens recomienda expresamente realizar actualizaciones en cuanto estén disponibles y utilizar dnicamente
las ultimas versiones de los productos. El uso de versiones anteriores o que ya no se soportan puede aumentar el riesgo de
amenazas cibernéticas.

Para mantenerse informado de las actualizaciones de productos, recomendamos que se suscriba al Siemens Industrial
Security RSS Feed en (http://www.siemens.com/industrialsecurity).

Exclusion de responsabilidad para actualizaciones de software ajeno

Este producto incluye software ajeno. Siemens AG solo acepta la garantia de las actualizaciones y los parches en el
software ajeno si estos han sido distribuidos en el marco de un acuerdo de servicio de actualizaciones de Siemens o si han
sido autorizados oficialmente por Siemens AG. En caso contrario, las actualizaciones y los parches se realizan bajo
responsabilidad propia. Encontrara mas informacién sobre nuestro servicio de actualizacion de software en Internet en
Software Update Service (http://www.automation.siemens.com/mcms/automation-software/en/software-update-service).

Indicaciones para proteger las cuentas de administrador
Un usuario con derechos de administrador dispone en los sistemas de amplias posibilidades de manipulacién y acceso.

Por tanto, debe considerar la proteccion adecuada de las cuentas de administrador para impedir cambios no autorizados.
Use contrasefias seguras y emplee una cuenta de usuario estandar para el funcionamiento regular. En caso necesario
deben aplicarse otras medidas, como, por ejemplo, el uso de directivas de seguridad.
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Informacion de seguridad para Mobile Panel 277F IWLAN V2 y
Mobile Panel 277F IWLAN (tag RFID)

Configuracién en STEP 7

/\ ADVERTENCIA

El pulsador de PARADA DE EMERGENCIA se evalia retardadamente.

Si el tiempo de ciclo ajustado para el OB35 es més corto que el tiempo de actualizacion PNIO, pueden fallar telegramas y
con ello retardarse la evaluacion de la salida E-STOP del F_FB_RNG_n.

Ajuste para el tiempo de ciclo del OB35 un valor superior al tiempo de actualizacion PNIO.

PROFINET IO

Nota
Solucién en caso de congelacién esporadica del display y la pantalla tactil

En raras ocasiones puede congelarse el display y la pantalla tactil del panel de operador, con lo que el panel queda
inutilizable. Independientemente de ello, la comunicacién se mantiene en segundo plano a través de la interfaz PROFINET,
p. €j. comunicacion PROFIsafe.

Solucién:
1. Ponga en un estado seguro la maquina a la que esta conectado el panel de operador.

2. Reinicie el panel de operador. Para hacerlo, extraiga la bateria principal de su compartimento y pulse la tecla de reinicio
(ver también las instrucciones de servicio).

Direccién PROFIsafe del equipo en combinacion con el TIA Portal

Nota
Direccion PROFlsafe "65535"

En combinacion con el TIA Portal, la direccion PROFIsafe del proyecto no se aplica automaticamente introduciendo el valor
de direccion "65535" en el panel de operador.

Comunicacion
Bloques de funcion y controladores

Las tablas siguientes muestran las versiones de F_FB que pueden usarse actualmente con las distintas CPU F y su version
de firmware.

F_FB_MP
Version de F_FB | S7-300F/400F | S7-1200F | S7-1500F | Observacion
1.0 o] - - Versién tomada de la libreria de usuario original
1.2 o] - - Version tomada de la libreria de usuario original
1.3 X - o Primera version integrada exclusivamente en el TIA Portal
14 X - X Equivalente a V1.3, para utilizar en TIA V14
2.0 X - X Por conformidad IEC, el tipo de datos de las entradas
MP_DATA y MP_RNG ha cambiado de "Word" a "Int"
3.0 X x1 X2 Equivalente a V2.0, compatible con nuevas versiones de
firmware de los controladores
x Soportada
- No se soporta
0 Yano se soporta
' Soportada para versiones de firmware V4.2 o superiores en combinacién con el TIA Portal V14 Update 2
2

Soportada para versiones de firmware V2.0 o superiores
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F_FB_RNG_4

No se soporta
Ya no se soporta
MPn se utiliza para el panel de operador 1 ... 4

N -

Soportada para versiones de firmware V2.0 o superiores
F_FB RNG_16

Versiéon de F_FB | S7-300F/400F | S7-1200F | S7-1500F | Observacioén

1.0 o] - - Versién tomada de la libreria de usuario original

1.2 o] - - Versién tomada de la libreria de usuario original

1.3 X - o Primera version integrada exclusivamente en el TIA Portal

1.4 X - X Equivalente a V1.3, para utilizar en TIA V14

2.0 X - X Por conformidad IEC el tipo de datos de las entradas
MPn_DATA*y MPn_F_KEY * ha cambiado de "Word" a
lllntll

3.0 X x 1 X 2 Equivalente a V2.0, compatible con nuevas versiones de
firmware de los controladores

Soportada

Soportada para versiones de firmware V4.2 o superiores en combinacion con el TIA Portal V14 Update 2

Versiéon de F_FB | S7-300F/400F | S7-1200F | S7-1500F | Observacioén
1.0 o - - Version tomada de la libreria de usuario original
1.2 o] - - Versién tomada de la libreria de usuario original
1.3 X - o Primera version integrada exclusivamente en el TIA Portal
1.4 X - X Equivalente a V1.3, para utilizar en TIA V14
2.0 X - X Por conformidad IEC el tipo de datos de las entradas
MPn_DATA*y MPn_F_KEY * ha cambiado de "Word" a
lllntll
3.0 X - x1 Equivalente a V2.0, compatible con nuevas versiones de
firmware de los controladores
x Soportada
- No se soporta
o Ya no se soporta
* MPn se utiliza para el panel de operador 1 ... 16
1 Soportada para versiones de firmware V2.0 o superiores
Nota

Actualizacién de bloques de funcion de TIA V13 SP1 y certificacion

Durante la actualizacion a TIA V14 los bloques de funcién son sustituidos por la correspondiente version 1.4 de los F_FB,
que es equivalente a la version anterior. En combinacion con S7-1500F, las versiones V1.4 de los F_FB poseen una firma
funcional distinta. Durante la actualizacién a TIA V14 recibira un informe de conversién que muestra la correspondencia
entre las firmas anteriores de la V13 y las firmas funcionales de la V14. Con este informe de conversion no es necesario
certificar de nuevo los bloques de funcidn, a pesar de que hayan cambiado las firmas. Encontrara mas informacion en el
manual de programacion y de manejo "SIMATIC Safety - Configuring and Programming", capitulo 1.8.1 "Upgrading projects
from STEP 7 Safety V13 SP1 to V14" en Internet (https://support.industry.siemens.com/cs/ww/en/view/54110126).

Si se necesita que la version de los F_FB sea 2.0 o superior, p. €]. para que los controladores tengan conformidad IEC o
sean compatibles con versiones superiores de firmware, es necesario certificar de nuevo los blogues de funcion.

Actualizacion de bloques de funcion desde versiones anteriores del TIA V13 SP1

Con ayuda de la descripcion incluida en el sistema de informacion del TIA, realice la migracion a V13 SP1 y después
observe las indicaciones de la nota "Actualizacion de blogues de funcion de TIA V13 SP1 y certificacion".
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Configuracion de FBs F <V2.0

La nota siguiente se aplica si en la configuracién se utilizan FBs F de version < V2.0.

Nota

Desactivacién de la verificacién CEI
Si en el bloque de funcion "Main-Safety" esta activada la opcién "Verificacion CEI" no es posible compilar el proyecto.
En las propiedades del bloque de funcion "Main-Safety" desactive la verificacion CEl, ver la figura siguiente.

[%

Main_Safety_RTGT [FBT]
General
G I [~
enere = Attributes (=
Informaticn | =

Time stamps

Protection
Atributes

|<lm

Compilation [)IEC check

. |_J Handle errors within block

[} Block can be used as know-how protecte

[w) Multiple instance capability

Ilmme Anblmnd ~tbeibosabmn

2]

| oK | Cancel

)

S

Tiempos de ejecucion de los bloques de funcién

Encontrara informacion sobre los tiempos de ejecucién de los bloques de funcién en la FAQ 27097159.
(https://support.industry.siemens.com/cs/ww/es/view/27097159)

Normas de seguridad y funcionamiento de seguridad

Normas sobre la seguridad de funcionamiento:

TOV

TUV certifica el cumplimiento de las siguientes normas para las funciones de seguridad del panel de operador.

Norma

Titulo

Edicion

DIN EN 60204-1

Seguridad de maquinas — Equipo eléctrico de las maquinas - Parte 1:
Requisitos generales

2006 +A1:2009

DIN IEC 62061 Seguridad de las maquinas. Seguridad funcional de sistemas eléctricos, 2005 +A2:2015
electrénicos y electronicos programables relacionados con la seguridad

IEC 61508-1 a 4 Nivel de integridad de la seguridad 3 2010

1ISO 13850 Seguridad de las maquinas. Parada de emergencia. Principios para el disefio | 2015

1ISO 13849-1 Performance Level e y categoria 4. 2015
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Datos técnicos sobre el funcionamiento de seguridad
® Conforme a IEC 61508

Arquitectura del hardware Redundante 1002
Frecuencia de solicitud high demand mode
Probability of a dangerous failure per hour (PFH) <1,00 x 1019 1/h
Probability of a dangerous failure on demand (PFD) <1,70 x 10®
Clase de seguridad maxima alcanzable SIL3
Vida util 10 afios

® Conforme a IEC 13849-1
Meantime to Failure (MTTFd) 89 years
Diagnostic Coverage High
Performance Level e
Categoria de seguridad 4

Notas sobre el uso de los equipos con TIA V13 SP1

Comunicacion PROFIsafe

Si después de conectar el panel de operador o si después de
interrumpirse la conexiéon PROFIsafe con una CPU F la
conexién no volviera a establecerse, debera interconectar el
parametro ACK_REI del F_FB_MP como se indica a
continuacién: "ACK_REI = ACK_REQ", ver el ejemplo
adyacente.

Tenga en cuenta que el tiempo de ejecucion del segmento 16
no se incluye en el tiempo de ejecucion de los bloques de
funcion.

Instrucciones de servicio en espaiol

Activacion del pulsador de parada de emergencia

Network 15:

%DB7
"F_FB_MP_DB_1"

F_FB_MP

w—EN

... et OVRADY

- —4S7_MP_RES | ACK_REI

- —1S7_ACK_ERR MP_DATA_Q
MP_DATA MP_RNG_Q
MP_RNG DIAG
MP_STAT ENO |—

Network 16: 1=Acknowledgment for reintegration

"FO0026_HM_
2" ACK_REI

"FO0026_HMI_
2"ACK_REQ e p—

Por lo general vale lo siguiente: El pulsador de parada de emergencia se activa en cuanto se establece la comunicacion
PROFIsafe y, con ello, independientemente de que el panel de operador de seguridad haya iniciado sesion en una maquina

O no.

Por tanto, en la traduccién al espafiol de las instrucciones de servicio "Mobile Panel 277 IWLAN V2,
Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (tag RFID)", edicion 01/2011, los dos enunciados siguientes

deben entenderse como sigue:

® Capitulo 1.15, pag. 42, primer punto de la lista: "El siguiente comportamiento de desconexion de la instalacion es valido
independientemente de si el panel de operador ha iniciado sesién en una maquina o no."

e Capitulo 2.6, pag. 52, segundo punto de la lista: "El pulsador de parada de emergencia es efectivo en una WLAN
independiemente de si el panel de operador ha iniciado sesion en una maquina o no."
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Parametrizar la comunicacion WLAN - acceso remoto

Es posible realizar el Web Based Management para parametrizar la comunicacién WLAN directamente en el panel de
operador o, alternativamente, mediante un navegador web o Telnet.

Web Based Management con un navegador web

Al Web Based Management se accede con un navegador web estandar a través del puerto 34965.
Sintaxis: "http://<direccion IP>:34965"

Ejemplo: Si la direccion IP de su panel de operador es "192.168.1.1", introduzca en la barra de direccién del navegador
web: "http://192.168.1.1:34965".

Web Based Management mediante Telnet

También es posible configurar WLAN mediante Telnet. A dicho servicio se accede a través del puerto 34966. Los datos de
acceso son los mismos que los del acceso web.

Normas y homologaciones

Este apartado contiene informacién importante sobre normas y homologaciones nacionales del panel de operador en lo que
respecta al sistema radioeléctrico.

Nota
La siguiente relacion indica las homologaciones posibles.
Para el panel de operador son aplicables unicamente las homologaciones indicadas en el lado posterior del equipo.

Homologacion CE

C¢€

La version de panel de operador comercializada por Siemens cumple las especificaciones de las directivas europeas
siguientes:

99/5/CE

Directiva del Parlamento Europeo y del Consejo sobre la aproximacion de las legislaciones de los Estados miembros sobre
equipos radioeléctricos y equipos terminales de telecomunicacion y reconocimiento mutuo de su conformidad.

La conformidad con los requisitos fundamentales de la Directiva queda certificada con la observancia de las siguientes
normas:

EN 60950 Seguridad de los equipos de tratamiento de la informacion

EN 301489-1 Compatibilidad electromagnética para los equipos y servicios radioeléctricos

EN 301489-17 | Condiciones especificas para sistemas de transmisién en banda ancha y para equipos en redes locales
inaldmbricas de alta potencia (HIPERLAN)

EN 300328 Cuestiones de compatibilidad electromagnética y espectro radioeléctrico (ERM) - Sistemas de
transmisién en banda ancha - equipos de transmisién de dabos que operan en banda de 2,4 GHz-ISM y
utilizan técnicas de modulacién en banda ancha

EN 300440-1 Cuestiones de compatibilidad electromagnética y espectro radioeléctrico (ERM) - Dispositivos de corto
EN 300440-2 alcance - equipos de radio para utilizar en el rango de frecuencias entre 1 Ghz a 40 GHz

EN 301893 Redes de acceso por radio de banda ancha (BRAN); RLAN de alto rendimiento en la banda de 5 GHz

EN 50371 Cumplimiento de aparatos eléctricos y electronicos de baja potencia con las restricciones basicas
relativas a la exposicién de las personas a los campos electromagnéticos (10 MHz - 300 GHz)

1999/519/EC Recomendacion del Consejo relativa a la exposicion del publico en general a campos electromagnéticos
(0 Hz a 300 GHz)

Los equipos conectados al sistema deben cumplir las consignas de seguridad relevantes.
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Declaracidn de conformidad UE
Los certificados de conformidad CE para las autoridades competentes pueden solicitarse en:

Siemens AG

Digital Factory
Factory Automation
DF FA AS SYS
Postfach 1963
D-92209 Amberg

Esta declaracion certifica el cumplimiento de las directivas mencionadas pero no garantiza las caracteristicas.
La declaraciéon de conformidad CE sobre la Directiva CEM se puede descargar de Internet:

Certificados de Mobile Panels 277(F) IWLAN (https://support.industry.siemens.com/cs/ww/es/ps/14751/cert)

Homologacién UL

e(UL)us

Underwriters Laboratories Inc. segun:

e UL 60950-1 — Information Technology Equipment — Safety
Part 1: General Requirements — Edition 2 — Issue Date 2007/03/27

® (CSA C22.2 No. 60950-1 (2nd Edition) — Information Technology Equipment — Safety
Part 1: General Requirements — Edition 2 — Issue Date 2007/03/27

La homologacion sélo se cumple en el uso con bateria principal o de forma estacionaria en la estacion de carga.

Approval according to FCC

This device complies with Part 15 of the FCC Rules

Operation is subject to the following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference, including interference that may cause undesired operation.

IEEE802.11b or g operation of this product in the USA is firmware-limited to channels 1 through 11.

Notice

Changes or modifications made to this equipment not expressly approved by SIEMENS may void the FCC authorization to
operate this equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, wich can be determined by turning the equipment off and on, the user encouraged to try to correct the
interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.
e Connect the equipment into an outlet on a circuit different from that to wich the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.
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Notice

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled enviroment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
Professional Installation Notice:

To comply with FCC Part 15 rules in the United States, the system must be professionally installed to ensure compliance
with the Part 15 certification. It is the responsibility of the operator and professional installer to ensure that only certified
systems are deployed in the United States. The use of the system in any other combination (such as co-located antennas
transmitting the same information) is expressly forbidden.

Within the 5.15-5.25 GHz band, this device is only for indoor use operations to reduce any potential for harmful interference
to co-channel MSS operations.

RSS-210 of Industry Canada

"Operation is subjecte to the following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired operation of the device."

"This device has been designed to operate with internal antennas with a maximum gain of 2 dBi and an antenna impedance
of 50 Ohms. Other antennas are strictly prohibited for use with this device."

"To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the equivalent
isotropically radiated power (e.i.r.p.) is not more than that permitted for successful communication."

That the device for the band 5150-5250 MHz is only for indoor usage to reduce potential for harmful interference to
co-channel mobile satellite systems."

"Users should also be cautioned to take note that high power radars are allocated as primary users (meaning they have
priority) of 5250-56350 MHz and 5650-5850 MHz and these radars could cause interference and/or damage to LE-LAN
devices."
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Homologaciones nacionales

Nota

La siguiente relacion indica las homologaciones para transmision radioeléctrica en los distintos paises.
Para el panel de operador son aplicables unicamente las homologaciones indicadas en el lado posterior del equipo.

Country Identification Aéfg;‘t’;’g' Country Identification 222;‘:;’3' Country Identification 2?2;?;?
Australia @ v | [HongKong Portugal CEO | v
Austria CE® |  ||Hungary CE® |  ||Romania CEO | v
Bahrain ' v’ | |lreland CED v | |Russia
Belgium CEO v Iceland CED v Singapore
Bulgaria CED v’ | |taly CED v~ | |Slovakia ceo v
Canada IC V' | [dapan e vy’ | |Slovenia (€0 | v
China OF TA V' | |Kuwait Spain (€O | v
TRERR
Cyprus (€O v | |Latvia CED v | [SouthAfrica | ic(asa v
ﬁiﬁff&nc CE® |  ||liechtenstein | c€ @ | 4 ||SouthKorea [:g v
Denmark CED® v/ | |tithuania CED® v~ | |Sweden CED v
Estonia CE@ |  |[|lwembourg | C€ @ | o ||Switzerland | C€@® |
Finland CED® |  ||Malaysia Taiwan «(( v
France CEO® |  ||Mata CEQ | v ||Turkey €0 | v
Germany CEO | v || s | CE@ | | |Ukraine
ceasion | €0 | v v | cco | v ||TES2 FE | v
Greece CE® |  ||Poland €O | v

T Para utilizar el dispositivo en Bahréin es necesario registrarse en la direccién siguiente:

TRA Bahrain (http://www.tra.org.bh/en/index)

Siemens AG

Division Digital Factory

Postfach 48 48

90026 NURNBERG

ALEMANIA
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WinCC flexible YV 7 RV I TF ORI Y F I OXEH

ROWTFNADOY T RNIITNY =22 ERL THMIFN A AZEBRLET,
¢ "WinCC flexible 2008 SP2" & "HSP Mobile Panel 277 Wireless V2"

e HMIF/NA ZARAICU ) —A&E 1 zWinCC/X—= 2 > (TIA Portal).
HERPROFINETR M Z LMY NO—SAOBITGSDML7 7 1)L

HMIF /N R ILERPROFINETRZ i Z HR— ML TH Y. BAEKICHIRPROFINETRZ M Z H7R— K L TWAPROFINET 100
YRO—STOHEENTRETT,

JLFRPROFINETR BT Z H7R— Kk L TWE WPROFINET 100> RO—Z THMIF/N A AZBRET S IC1F, BITGSDMLT 7 1
IABETT,

A2VARN=ILOFEBAHFMFVIEHMIT NS ABDOBITGSDML7 Z A IIGEUATOA X —FY NTAFAHETT,
#1TGSDML7 7 1 )L Mobile Panel 277 (F) IWLAN V2/(RFIDZ %)
(http://support.automation.siemens.com/WW/view/en/19241467)
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iPCF-MCEERALEWVWT, KYEVWWLANIU 7 E2AHN—T21EHIC. BHOTIEARSA I NEDOBEEEELALITSC
tiFTEEEA,
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e XME:-14 dBm

e EUREE:-11dBm

o fEOITNTOE:-17 dBm

BEVOHMIFNA ADEEEDIEZRETDICECNSOFIEICH > T EE L,
1. HMIFNNA RADF AT K 7IZ&%B[WLAN V2 Config]y —)L #B&E £,

3. [Transmit Power]/BEZHBHEVOETHRENTVBDEEHNICEELE T,
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FYEN184~12TOF I EARAS > N & DEGTRE

Mobile Panel 277F INLAN%5 GHz# B TIRIEL, 7 EARA 2V NEDWLANERICF ¥ > RIL184~1920 ENN 10 %
FHTDHEE., TIEARSA U NEDERABULENBEVEENHYET,

COBEESIZEWLANTF ¥ > RIL184 ~ 12 AL BAVTLEE WV, BEHBEED "WLANBENTXA—KROE) FiT, 0E
B#SBLTLSEEV,

Notes for use in Korea

0| 717|1& UF (AZ) TR ME 77|12 M THOHRF 2= M8 XHE 0 ME FolstAl7| Hi2tH, 7HEelel X|olM At&dt=
Ng SHo= gL o

This equipment is Industrial (Class A) electromagnetic wave suitability equipment and seller or user should take notice of it,
and this equipment is to be used in the places except for home.

S FAMHIE o EA 750l Qe 2 QIEo M HEE MH|AE 4 QIS
This device shall not be used for life-safety related service due to radio interference possibility.

Industrial Security

Siemensld, LR, AT AL, BEBLORY ND)—I 0L BBBEYR—NI2EZEF1VT ez E328
meYi1—>3a ERELTVET,
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7R EREL, BENICADTFVATRZENBETT, SiemensDEmBELTYV1—->32@F, Thsodrv7
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FHIET,

TSI, BB EFIVT A BEICHTBSiemensD A F A EZEBICANDBEN BV ET, EXtEF1UTAICHT
B EMAEHRIC DV Tk, Hotspot-Text (http://www.siemens.com/industrialsecurity) 228 L T 12& L\,
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CSDIEEE‘C“: Mobile Panel 277 IWLAN V2, Mobile Panel 277F IWLAN V2, Mobile Panel 277F IWLAN (RFIDZ TNDARA

DEOREIRSIBEZER0ME1AR)TR., FIZE, KDO20DRBRERDKS ICBRTIHENHWET,

o U a115, 42R—TM1DE M) A KNIER: TEl siguiente comportamiento de desconexion de la instalacion es
valido independientemente de si el panel de operador ha iniciado sesiéon en una maquina o no. 4

e 923226, 52R—TM2X B: "El pulsador de parada de emergencia es efectivo en una WLAN independiemente
de si el panel de operador ha iniciado sesién en una maquina o no. J
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Siemens A RHETD/N—2 32 OHMIFT/INA Ak, UTORMEBSTORBIZERL ET,
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HARZAVOEAEHEOERMER, UTORBICERTZ EICR>THAATNTVET,
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EN 301489-1 EREBEY - AOERERMY
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ECHAKESE. ROFELOBRLEBN SAFTERT.

Siemens AG

Digital Factory
Factory Automation
DF FA AS SYS
Postfach 1963
D-92209 Amberg

CHEFR., LEOESICERLTVRELLERETIENTHY ., BRENVRFEEZRIEIZEOTRH) FLA,
ECEAEMETZA U O—RIBICE, KOTRLAILLTIEALTSEEL,
Mobile Panel 277(F) IWLANZEBE £ (https://support.industry.siemens.com/cs/ww/en/ps/14751/cert)

ULZ&RR

e(UL)us

Underwriters Laboratories Inc., LA MEAE(Z EEHL

e ULG60950-1-FEH7TI /O EE -=Z£MH
FEAER - —MREVEM - 2k - H1TH: 20073 H27H

e CSA C22.2 No.60950-1 (%82hR) - 1§87V /ODRE - T2
E1E . —RAMEH - B2/ - F1TH: 2007F3A27A

AR ORE, NV TUBRBELEEREAT IV TRABELE>TVRHRLETTY,

Approval according to FCC

This device complies with Part 15 of the FCC Rules

Operation is subject to the following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference, including interference that may cause undesired operation.

IEEE802.11b or g operation of this product in the USA is firmware-limited to channels 1 through 11.

Notice

Changes or modifications made to this equipment not expressly approved by SIEMENS may void the FCC authorization to
operate this equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, wich can be determined by turning the equipment off and on, the user encouraged to try to correct the
interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.
e Connect the equipment into an outlet on a circuit different from that to wich the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.
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Notice

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled enviroment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
Professional Installation Notice:

To comply with FCC Part 15 rules in the United States, the system must be professionally installed to ensure compliance
with the Part 15 certification. It is the responsibility of the operator and professional installer to ensure that only certified
systems are deployed in the United States. The use of the system in any other combination (such as co-located antennas
transmitting the same information) is expressly forbidden.

Within the 5.15-5.25 GHz band, this device is only for indoor use operations to reduce any potential for harmful interference
to co-channel MSS operations.

RSS-210 of Industry Canada

"Operation is subjecte to the following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired operation of the device."

"This device has been designed to operate with internal antennas with a maximum gain of 2 dBi and an antenna impedance
of 50 Ohms. Other antennas are strictly prohibited for use with this device."

"To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the equivalent
isotropically radiated power (e.i.r.p.) is not more than that permitted for successful communication."

That the device for the band 5150-5250 MHz is only for indoor usage to reduce potential for harmful interference to
co-channel mobile satellite systems."

"Users should also be cautioned to take note that high power radars are allocated as primary users (meaning they have
priority) of 5250-5350 MHz and 5650-5850 MHz and these radars could cause interference and/or damage to LE-LAN
devices."
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Country Identification Aéfg;‘t’;’g' Country Identification 222;‘:;’3' Country Identification A;g;‘t’;’j'
Australia @ v | [HongKong Portugal CEO | v
Austria CE® |  ||Hungary CE® |  ||Romania CEO | v
Bahrain ' v’ | |lreland CED v | |Russia
Belgium CEO v Iceland CED v Singapore
Bulgaria CED v’ | |taly CED v~ | |Slovakia ceo v
Canada IC V' | [dapan e vy’ | |Slovenia (€0 | v
China OF TA V' | |Kuwait Spain (€O | v
TRERR
Cyprus CED v Latvia CED v South Africa 1cA'sA v
gzcgﬁt;”c CE® |  ||liechtenstein | c€ @ | 4 ||SouthKorea [E v
Denmark CED® v/ | |tithuania CED® v~ | |Sweden CED v
Estonia CE@ |  |[|lwembourg | C€ @ | o ||Switzerland | C€@® |
Finland CED® |  ||Malaysia Taiwan «(( v
France CEO® |  ||Mata CEQ | v ||Turkey €0 | v
Germany CEO | v || s | CE@ | | |Ukraine
ceasion | €0 | v v | cco | v ||TES2 FE | v
Greece CE® |  ||Poland €O | v

T N=—L—UEBBDTNAAZRETBIZEF. RKOTRLATERIZDVENF HYET,
TRA Bahrain (http://www.tra.org.bh/en/index)
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SIMATIC HMI

O|& m'd 277 IWLAN V2, 0|S I{'d 277F IWLAN V2, O|S

mH'd 277F IWLAN(RFID Ef1)
ME "

A5E03357930

EHME QEols S8 YE7F e E|of l&LICH 0| 52| HE = HMI ClHo|A 0| & X|&E HEst D Z5 X,
2oja HE A 22t T ol 82t SR LICH

- 6AV6 645-0DD01-0AX1
- 6AV6 645-0DD02-0AX1
- 6AV6 645-0DE01-0AX1
- 6AV6 645-0DE02-0AX1
- 6AV6 645-0FD01-0AX1
- 6AV6 645-0FE01-0AX1

e 0|S Il 277F IWLAN V2
E5 Hs:
- BAV6 645-0EB01-0AX1
- BAV6 645-0EB02-0AX1
- BAV6 645-0EC01-0AX1
- BAV6 645-0EC02-0AX1
- BAV6 645-0GB01-0AX1
- BAV6 645-0GC01-0AX1
e 0|5 il 277F IWLAN V2 RFID

EF HE:
- 6AV6 645-0EF01-0AX1
- 6AV6 645-0EF02-0AX1

- 6AV6 645-0GF01-0AX1
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O|S m{'d 277 IWLAN V2, 0|5 I{'d 277F IWLAN V2 &
0|S m{'d 277F IWLAN(RFID Ej1)2| Ot Fo|ALE
T8t 7|

lgnl

E 2 5H= WinCC flexible £ ZE o7} TRt

OS2 Z2 AZEQ|of IHF|X| B stLHE ALE3H HMI CIHIO|AE FHSHAAIL.

e "WinCC flexible 2008 SP2" 2! "HSP Mobile Panel 277 Wireless V2"

e HMIC[HIO|AESE EE|AE WIinCC(TIA Portal) 7T

&% PROFINET ZIEHE X|8tx| &t = ZHE &2 Migration GSDML T+

HMI C|HFO|A & = EHEl PROFIENT ZTIEHS |95t H, =% PROFINET ZIEHT X|#48H= PROFINET 10 ZHEE {0l M Bt
EE = gL

&% PROFINET ZIEH2 X|9d5t K| o= PROFINET 10 ZAEE {0l M HMI C|HFO|A E E 535l 2{™ Migration GSDML I 0|
Zegrct

Mx| SHHME HIZ 8 HMI C|HFO|A 8 Migration GSDML I} U2 CtS fk[olM 2EICIeZ 32 4 l&LCH
Migration GSDML Tt 0|& mH'd 277 (F) IWLAN V2(RFID Ei 1)
(http://support.automation.siemens.com/WW/view/en/19241467)

ok

LAN 2 WLAN S2I

3|
iPCF-MCEHE S8 7Hs ofp] M e olg# 54
PCEAICS 0IS3H7| &1 2%, BB 510] L2 WLAN HHIE $83171 913 & olgol Basie Baf Buk +
L|C
2 WLAN 9IS 4887 /51 03] MO HI} S Als2{d iPCF-MCE AtSEHLICH
ASEE 0O|2&t wPA2TH A2
AT AZo| HOL2 MBE WLAN 412 YIS WPA2 AESTF AL B LICH X 54517| ofHE S S8 Zlojo| Mas
otz ol 7|2 MEE 7S o] TRAAT| 4 Hof wreto] SEELIC

7Hd giE ciolE HESRI Ee

2+ ot ClolE] WIER I ol Aet o+ X0l HMI ClHFO|A o] 52 EXE £ Ql&LICH FM HEQ T e nlxle
2 QR X O B HMI C|Hto|A Q| HHE5tet ZH2 &2 Yo £ USLICH
FM o|MUE 7|8k EAI(0f: PROFINET IO, HTTP, Sm@rtAccess, Sm@rtService & OPC)2| 2 %|E AL X7} Clo|E

HES3 Eotof Chst 2l0| U&LICt.

Siemens Access Point SCALANCEO| A "Storm Threshold" 7|2 & &3t A|7{oF & LICH o] SM2 WERA Bl =2
A2 otyol ZVE 22U 2 2I5H MESHoF FLICH EEEINAE HIAIX| Zai|ols ot 22 4H0| 0|EO'|X40|=
°+|_||:+

o TN ‘E‘E*-!Z/t 255
o FM:255

ClolE] HERZ oA IP FA

169.254.2. 2525 E{ 169.254.2.255 T K|Q] =A #H|= LIEA O Z CIHIO|A I Hes D QoM ot A0 2=
ClolE WERIo= =& °E* & of&Lch

ClHio|A Q| LHE EAI2 76K otog{m "2IF-ZZ" A 89](169.254.* *)E ALE5IK| OFAAI2.
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FolME

2|l 5|8 T& ™™

HMI C|HO|AE =& 5tE F7t0M 8 El= ZICH IWLAN & M3 X
e 0O/=:-14dBm

o SHAE =7t -11dBm

e 7|E}t 2E F7}:-17 dBm

HMI CIHIO|A & Mg MYSE{™ OIS BAHE 2 MAIL.

1. HMI C|HFO|A 9] LA &AM "WLAN V2 Config" EF7E 0AA|2.

2. rfaces > WLAN > Advanced"E MEHSIAA|L.
3. "Transmit Power" Z{2 3t 2 7I0IM L= S Mo 2 MHFAAIL.

FHEE
HMI C|ttO|&E 0°C ~ +40°Ce| FH 20| A8stE S T tEIR&LICH

tSgn
HMI ClHIo|A0) X 7|& HiEIE] &

HMI C|HFO|AE 7D SH7|0l HZ[etHE B2 CtS AHEO| M8 ELICH HMI CIHIO|A Q| 7|& HIE{2l&E %ICH 40°Cel =
RZoM STAIZ £ &Lk

ST 3T HAolM HiEEI ™
Chefet =8 2 oMol BHE 2| STHoll ChEt RtME L8 2 ST7Ie & MSE ME 2o Lot &L

USB 2IE{H 0|& At

i

a
USB QIE{HO|AE= Al & 7 X| #E| 820 AFSE & U&LICH
& USB ClHto|A 9] x|CH M= ZO|= 3 mdLCt.

PROFINET 10

3|

S TR2IO| tHMHE £0|2{H CPU S8 T2 O| £ £ H|E(life sign bit)§ QLEELICE = B35 H|E 0|
H3t K| &t 2 Z2 PROFINET |0 S4l0| SEHEILICH 2= PROFINET IO AE|0|M0| 74X| 1 0|4 glo| S S=X|
golgtLct

SH™7I|

Zx17|= EN 61131-2:2007 2! EN 60950-1:200601 [}2F oM S2 1110of|l sHE&tLict.
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YEo 3¢ FoME

3|
M 184 ~ 192014 M= Eat o4 of =

O|S m'd 277F IWLANS 5 GHz CHA0i| M ZSA[7| M2 WLAN Y4201 184 ~ 192 AM'd & StLIE A8 35l B2
M2 HZ ool 40| o|FofX|X| g2 £ &LiCh

WLAN #H'd 184 ~ 1928 A2 6t K| OFA A2, "WLAN Sl OH7HE#H 4 XA ho| =EF X|&S st A2,

Notes for use in Korea

0l 717| UL B(AD) HAITHA 7|72 M BONRE £ AFSKHE O] HE FolatAl7| thahnd, 7Helo] XlofolM ALgsHE
Zig =25jo2 st

This equipment is Industrial (Class A) electromagnetic wave suitability equipment and seller or user should take notice of it,
and this equipment is to be used in the places except for home.

o PAMHIE MIHE A 7HS 40| QoD 2 QIHOIMI} HUE MulAE B4 US
This device shall not be used for life-safety related service due to radio interference possibility.

Industrial Security

SiemensE MH|AAER], AJAE J|A L HEQZO| ot 252 X|HtE MY Bt 7SS HEME W EFEMHSE
NSt

AOIH IS ZRE| MH|AAH], AAR], 7|H & L-IIE—?JEL% E35357| 23
X450 2 R x| 240k HLICE Siemens©l ME 2 &= 4de of2{3 7H'r=
O] MH|A|AE] AAH”] 7|AH L HERI o CHst FE HIZS Y
FHoAE LW H LfollA "—*"‘E*"J Hot ZX|(of: &Ete 2 HE
AE{ZEl0|= HERZ E= Qe odZ2x|o{of gLt

SEBH MAFH H ot T x|of CHEt Siemens | X|ElE D 4o g LICH Abed Hokof CHEF REMIEF L8 2 Hotspot-Text
(http://www.siemens.com/industrialsecurity) & & &25l & QI5tA|7| HFEFLICH

Siemens A& L £F M2 2ot2 435t517| -?lﬁH & oieE e MEHE HRID JU&ULCH et CheRE 7ts8t dole
SAME °"E||0|E§ Mt g4 M AHE HES AH83HE W0l iR E&LICH O o4 X|HEX| ete ME HEHS
M83HHLE 2|4 MO|O|EE ME3HK| pfo® 10| APOIH-I ol EE 7tsdo| HE = U&LICt

XE Yo|o|Eof CHEt WEE EXIX| i1 X|&X o2 Ao P{H Hotspot-Text
(http://www.siemens.com/industrialsecurity) 01 A Siemens £t¢] 20t RSS I|E& TS5 A2,
EfAt Az E Qo] Zdlol CHE 2ol HE

E MEole EIAF AZEQ 047} 2 & E|o] & LICH Siemens AGE EtAF A Z E Qo] ZHAITX|7} Siemens & Z E 9jo]
7"A| MH|A Hefo| U ZE HHEE[R 7L Siemens AGOHIM B4 EAIEH Z<0i &8l olol CHEF 25 MBFLICH 1 2[9f
7='°0ﬂ" AR ME Alo| /&2 o] #EE L °._|E-|'-*' LT EQ|of A4l MH[A

(http.//www.automatlon siemens.com/mcms/automation-software/en/software-update-service) T O| K|l A E A} AT E 2f04
AL MH|A0f CHEF RHAMIEE HEE FFotE = A& LICH

BEX HE 220 Cigt oK

01I71I & IEF. AlAE, T1H A
2

xaH

_l_

TEIxt Hetg 7t ABRHE AlAF-oIM et M2 X T3 M2 0[8E + JU&LTt
et M FE HES Yx|et7| fisi 2R AIEE 25547 I8 Mest ot ZXIE otzdstAlAl2. OIE 2fa Lt = dof
EZE MK AHYE gYstT 20t 45 E 0|85 MAI2. Heol met 2ot Mg X8sts S| #IHH ZXIE H88 +

A&t
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O|S m'd 277 IWLAN V2 & 0|S m'd 277F IWLAN(RFID E{1)0f
CHEt ot ™ HE

STEP 70iM 7+

/N\zzn
Xleic 2 HyIE HIA HX| HE

0B350] MHE 7| AIZHO| PNIO HCIO|E AlZtECH B S 29 HAIX| =8| 1% & F_FB_RNG_nQ| "E-STOP" £24
x93 Hot 2gHo| grgrct.

OB359| 7| AlZH2 PNIO YACIO|E AlZtECt 2 2t 2 ™ gLct.

PROFINET IO

kS gnl

EI* dlo| & E|x| A3 Elo| 7™l S| A

EE7|& s x| HMI ClHFo|A o] CIAZ 0] & E{x| 23 2l0| EX|Z|o] O] 0|4 =Zfo| 7158 A7l wagtLIct o]
—Erxﬂsarf #H T 2 PROFINET QIE{m|0|A0f CHEH S4l, 0| & £04, PROFIsafe & 410| H{ZA0M Al&EL|CH

3H7=1-

1. HMI C|HFO|A 7} HAZE|E T|H 7t oS AECIX| & QIS A AR

2. HMIC|HO|AE CHA[ AlEFet A A2, HIE{2| Aol M Hel ST A A HIEEIE M7t 2[4 HE S F2MAUZH XIH
SES)
= 2).

TIA PortalZt 47 A| C[HIO|A 2| PROFIsafe &4

3|

PROFlsafe &2 "65535"

TIA PortalZ} 2172 A| PROFlIsafe A= £ A 71 "65535"2 HMI ClHIO|A 0| Q2dgto B2 TENMENM RSS2 M2 E|X|
or&Lch,

s

otz E= F-CPU & Hellof o] et 24X At 35t Q1= F_FB H{T0| FAURUIXIE EoiFLICH

F_FB ¥ | S7-300F/400F | S7-1200F | S7-1500F | &4
1.0 0 - - el AR} 2tolEE{2lo M MEE HH
1.2 0 - - el Arg X} 2tolE [0l M TS E BT
1.3 X - o) TIA Portaloll SEXMo 2 SEE X S BT
1.4 X - X TIA V140 A&35t7| 28, v1.30 22 HH
2.0 X - X IEC Mgt &2 E 2{s MP_DATA 2 MP_RNG &/ Cf|o|&]
30| "wOrd"oﬂH "Int'2 HZEH
3.0 X X1 X 2 ME2 HEE Hlo HXH S 8tEl= v2.00t 22 HH
XHE

X=Xl et 2

o o4 X|MEIX| b5

TIA Portal V14 Update 22+ @12 A| E9flo] T v4.2 o|&of CHaH X|&=
o A v2.0 o|4bof CHal XI°4.5:|

N 2O ' X
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F_FB_RNG_4

MPn2 HMI C[H}FO|A 1 ~ 160{| AHEE
9o T v2.0 ool CHEH X|4E

F_FB ™ | S7-300F/400F | S7-1200F | S7-1500F | 44
1.0 0 - - Heh AL A} 2o 2R E|0AM MSE HT
1.2 0 - - Heh AL A} 2o 2R E|0A MSE HT
1.3 X - ) TIA Portaloll SHMo 2 SEHE & Hml HH
1.4 X - X TIA V140{ M ALE 57| I8, V1.3 Z2 T
2.0 X - X IEC Mgt g HE 2|5 MPn_DATA* 2! MPn_F_KEY * /&4
I:-IIOIE-I °°4o| "Word"01|}\-| "Int'2 HEE
3.0 X x 1 x 2 MZ2 HEED "o M & 5= v2.00t 242 HH
x X|HH
- K|HER| S
o OOl X|HEIX| &S
*  MPn2 HMI C[H}O|A 1 ~ 401 AFSE
' TIA Portal V14 Update 29 @374 A| EHejlo] BT v4.2 o] &fofl Chal X|4H
2 Hellod A v2.0 o|Atof CHal X|HE
F_ FB_RNG_16
F_FB ™ | S7-300F/400F | S7-1200F | S7-1500F | 44
1.0 0 - - Heh AL A} 2o 2R E|0A MSE HT
1.2 0 - - el AFE At 2HolE 2|0 S E HT
1.3 X - o TIA Portaldll SMEMo2 S&E & Hml ™
1.4 X - X TIA V140 M AFE 57| @18 v1.30F 22 B
2.0 X - X IEC XMgtA] =t E 2|5 MPn_DATA* 2! MPn_F_KEY * /24
I:-IIOIE-I °°4o| "Word"01|}\-| "Int'2 HEE
3.0 X - X1 MEER HEEH Hellol HE =& == v2.00t 22 HH
x KX|&E
- K|ER| S
o ol X|HEIX| &S
)

3 gn|

TIAV13 SP12| 7|5 €5 adol= & 15

TIAV14E2 HI80|=EstE S 212 o| 7|5 E50| O™ MM Z2 i F_FB HX 1.4 ES2 2 CHAMELICH F_FB HH
V1.4= S7-1500F 2t 943 A| 7|5 MEOo| £XMEIL|CH TIA V142 ¢a8o|E9| OEI%QE 0|™ V13 ME0| V149 7|5 MEof
St El HEt T2 EZ0| MBS ELCH MEO| +HEIFSH T o] HE T2 EZ S A3 7|5 ESoi Cist MZR 252
L 3tR| ef&Lct. QIE{S! (https://support.industry.siemens. com/cs/ww/en/V|ew/541 10126)2 o|&stod =2 e m =&t

M52 "SIMATIC Ot - 2Ad ol m2 gl MM 1.8.1 "STEP 7 OFM V13 SP10IM V142 Z2ME 437 0|="0ll A $7+
HEE golg £ QlaLch

0 E0, 94EEE4°| O =2 Hello| It Z&H =
== C}A| Q15 sHok g Lic}

TIA V13 SP12| o|T HTollM 7|5 22 Hadlol=

TIA ™HE AARI] 7|&FE CHE V13 SP10l CHEt O|& 2 &5 AAI2. "TIAV13 SP10M 7|5 5 &adol= & 215"
CHEt =& & ESIMAIL.

ok

IEC Mgt &fHE Qs F_FB BT 2.0 O|&0| ZERF B 7Is

rr

r
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F-FB V2.0 0| HiFo| 74

FB V2.
Chg F& ZuleolMo v2.0 0| HT™C| F-FBE At&stE 39 MEE LT

3 gn|
IEC HE AME HIE st
"[EC ™A A& SM0| "Main-Safety" 7|5 EZ0i

g
"Main-Safety" 7|5 52| £40i|M IEC MA A2 HIF St MAI2. ot 2 BIS

Main_Safaty RTG1 [FB1] [
General
G I
enere = Attributes :
Informaticn | &

Time stamps

Compilation [)IEC check

fratection . |__J Handle errors within block
Attributes —
P || Block can be used as know-how protecte

[w) Multiple instance capability

Ilmme Anblmnd ~tbeibosabmn {

|<Jm: _)]

| —— | =
S B85 A Altt
ES ME Alzhol CHE HEE FAQ 2709715901 M &l 4=
(https://support.industry.siemens.com/cs/ww/de/view/27097159).

M EE W ETEr x| &S

XE or®of ClEt

> olr
rC
o

TOV

TUVE HMI C|HFO|A T} oHM 7|5 Tl o2l EEQ| QAME S SFES &

EE A= Ek

DIN EN 60204-1 Z|1AIFRO| otF - 7|AHel M7| B k| - T E 1; YHHE{Q| B 2006 +A1:2009
DIN IEC 62061 7|AF ol QFF - ObF 2t 7|, TRE, 2233 THs TRF Mlof A|AH 2005 +A2:2015

7|85 ot

IEC 61508-1 ~ 4 ot FAY B 3 2010

ISO 13850 7|77 0| ot F - H|4 MX| - MAH RE 2015

ISO 13849-1 He ot e L HF 4. 2015
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F WX HSo ChEt 7I& M

e |EC 6150
StE9|0] of 7| = A £E 1002
Q™ HIg =240 7C
Azt & 93 Ao (PFH) < 1.00 x 10-10 1/h
2 Al /E AmE(PFD) <1.70 x 106
St JtSE x| ot =& SIL3
A8 10 A
e |EC 13849-10f [ E
Alulg HWF AIZHMTTFd) 89 A
TIEh 22 ==
Ms & e
OFM 4
TIAV13 SP1 & C|HO|A ARl CHEF =
PROFIsafe 4!
HMI C|HFO|A 9| MYE 7{7{Lt F-CPUO]| Ci$t PROFIsafe ¥ Network 15:
A B 2 HZ40| RIS 2 O|FoiX|X| gt B '
F_FB MP2| £33 Oi7i#H4 ACK REIE CHE1t 20| &% _
A&t ok o+|,||:+ "ACK_REI = ACK_REQ", 2LEZ 0ofE %DB7
|_ = O _ , [ ] = - -
’E."ZF_%}QAL?__ F_FB_MP_DB_1
F_FB_MP
«—EN
... =t VRAN
I .. == ACK_REQ
- =457 _MP_RES | ACK_REI f— - l
- =457 _ACK_ERR MP_DATA_Q
MP_DATA MP_RNG_Q
MP_RNG DIAG
MP_STAT ENO |—
HIE%a 169| MY AlZH2 7|5 B89 MY AlZtoll =& o]
x| E);Qthl' ¥  Network 16: 1=Acknowledgment for reintegration
"FO0026_HMI_
2" ACK_REI
"FO0026_HMI_
2"ACK_REQ e J—

AH|Qlo =& X|F

HIY EX| HE &d&

ik 75 PROFIsafe S 40| AZAL[XIOHAL HIY HX| HEO| Hd3tEl2 2 27 X[ HMI C|HO|AT} 7|70
SSEEUSK|0 ¥ Ux| f&LICH

0|24t O|R 2 "0|S m'd 277 IWLAN V2, 0|5 Ii'd 277F IWLAN V2, 0| mi'd 277F IWLAN (RFID Ei1)", oflC|M
01/20112| AH[Qlof == X|&olA Chg F 7HX| El&=2 oteiet Zotof gFLct.

o MM 115 42H0|X|, & Hm| 5= & F: "El siguiente comportamiento de desconexién de la instalacion es valido
independientemente de si el panel de operador ha iniciado sesién en una maquina o no."

e MM 26, 52H0|X|, & Hm| E&: "El pulsador de parada de emergencia es efectivo en una WLAN independiemente de
si el panel de operador ha iniciado sesién en una maquina o no."
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WLAN S 4! 047l g8l - A AM[A

2 7|8t 22|12 £35lod ™ HMI CIHFO|A MM EEE 2 HE XL TelnetE 8| WLAN S A2 Of7H 43518 £
A& Lct
2 Hpt K8 o|28 ¥ 7|k &

ZE 349658 Sl EZF ¢ EEtRX{E 0|83sto] & 7|Hh gafol AZAF L CH
T "hitp://<IP- Adresse>.34965"

0d: HMI C|HFO|A Q| IP FAT71"192.168.1.1"Y B2 & HEIRX Q| T4 EAEN CIS LIS =g Lct
"http://192.168.1.1:34965"
TelnetE S8 2l 718 &2l

TelnetE SHME WLANS FEE & JU&LICH ZE 349662 S8l O MH[A0f AZAE = &L HAMA O|O|E = &
M| Tl OlEfodl BHE B LICH.

& A s

ol R0l FM AlAH Cigt & & =718 Qo OHE 2 YE7F L E|of /l&LIC

3

CHe JHRE OIS E 4 2l £218 MHe WLt

HMI ClEtO|AE F0 ool 2hol| EAIE Bttt 20| QB E|I& LI

A

CE

Siemens0i| 2|3 & Q! HH™O| HMI C|HIO|A = CH2 S& XIES| #HME &7 LI
99/5/EC

FHIPIL SN ¢

ne
N
J
2
e
rok
Fo
It
]
i
ton
A
o

o

I

9,'1

x

Yal
fob
o
oM

X|Eel 7l 2dol O

3t setd2 Cls EZ&ol ohet 242 =QlgLc
EN 60950 ME J|& &yl et
EN 301489-1 FM7|7] & Me|A 9| HAHY| 3 #H
EN 301489-17 2 ololE] TS AlAE 2 2Z HIPERLAN(high-performance radio networks)0ll M 2 8 £l
THIE Bt SH 2 TAE
EN 300328 ERM(MAtm 28t 2l FM ABE R Electromagnetic compatibility and Radio spectrum Matters),
ZCHo! T4 AIAE], 2.4 GHz ISM CHoIA HTHOY HX 7|22 Ab=# CIO|E] T3 &H|
EN 300440-1 A O MEgd U FM AHEHERM) - 27{2| S417171 - 1GHz ~ 40GHz F b= H oM M8 El=
EN 300440-2 £4M 7171
EN 301893 e FM M2 WEXI(BRAN) - 5 GHz 145 RLAN
EN 50371 M ™7| 2 MR 7|7 o] MR ol chet olA &0 2 AE 7|2 XM E £4(10 MHz ~ 300 GHz)
1999/519/EC AL 7|1 =of cHEt i CHE o =& A|Etol 28t 2|#5| H1(0Hz ~ 300GHz)
AlAE0| HAAE ClHIO|AE Ehed ot F7of B8hatoF BHich.
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Siemens AG

Digital Factory
Factory Automation
DF FA AS SYS
Postfach 1963
D-92209 Amberg

ol Mdei2 flol AZ & X|FHel E+E QUBHX|E §H £ EF5HX|= ef&LICH
EC Mghd Medof CHEt LI 2 CHRELSHE{H O fIXI2 OISSHAAIR.

0|8 mi'd 277(F) IWLAN 215 A (https://support.industry.siemens.com/cs/ww/en/ps/14751/cert)

uLs¢l

e(UL)us

Underwriters Laboratories Inc.
e UL 60950-1 - & 7|& EH|- ot
OHE 1: YEF FARY - 28 - 2 2007/03/27
e CSA C22.2 No. 60950-1 (XMI2E) - H& 7|z &H|- ot
OHE 1: b QT AME - 27 - 22 2007/03/27
S M2 HIEEIZ S EHL STV T™E0] (e FRoE REFLICL
Approval according to FCC
This device complies with Part 15 of the FCC Rules
Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and
(2) this device must accept any interference, including interference that may cause undesired operation.

IEEE802.11b or g operation of this product in the USA is firmware-limited to channels 1 through 11.

Notice

Changes or modifications made to this equipment not expressly approved by SIEMENS may void the FCC authorization to
operate this equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, wich can be determined by turning the equipment off and on, the user encouraged to try to correct the
interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.
e Connect the equipment into an outlet on a circuit different from that to wich the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.
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https://support.industry.siemens.com/cs/ww/en/ps/14751/cert

Notice

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled enviroment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
Professional Installation Notice:

To comply with FCC Part 15 rules in the United States, the system must be professionally installed to ensure compliance
with the Part 15 certification. It is the responsibility of the operator and professional installer to ensure that only certified
systems are deployed in the United States. The use of the system in any other combination (such as co-located antennas
transmitting the same information) is expressly forbidden.

Within the 5.15-5.25 GHz band, this device is only for indoor use operations to reduce any potential for harmful interference
to co-channel MSS operations.

RSS-210 of Industry Canada

"Operation is subjecte to the following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired operation of the device."

"This device has been designed to operate with internal antennas with a maximum gain of 2 dBi and an antenna impedance
of 50 Ohms. Other antennas are strictly prohibited for use with this device."

"To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the equivalent
isotropically radiated power (e.i.r.p.) is not more than that permitted for successful communication."

That the device for the band 5150-5250 MHz is only for indoor usage to reduce potential for harmful interference to
co-channel mobile satellite systems."

"Users should also be cautioned to take note that high power radars are allocated as primary users (meaning they have
priority) of 5250-5350 MHz and 5650-5850 MHz and these radars could cause interference and/or damage to LE-LAN
devices."
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